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About the System

A Privileged Access Management (PAM) & User Activity Monitoring (UAM) Solution

Privileged

Activity
Monitoring

Syteca allows the
creation of indexed
video records of all
concurrent terminal
sessions on your
servers, and the
recording of remote
and local sessions on
endpoint computers,
including those
running on Windows,
macOS and
Linux/Unix OSs.
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Employee Work

Control

* Are you interested in
enhancing your
company's security?

* Do you want to know
what your
employees do during
work hours?

* Do you want to
control the use of
sensitive
information?

Privileged
Access and
Session
Management

Syteca helps you to
provide privileged
access (PAM) to
critical assets and
meet compliance
requirements (e.g.
GDPR) by securing,
managing and
monitoring privileged
accounts and access.

Flexible
Deployment and
Licensing

Syteca supports the
widest range of
platforms and
infrastructure
configurations on the
market, delivering
reliable deployments of
any size, from piloting
dozens to tens of
thousands of endpoints.
Flexible licensing helps
to fit it into your budget
and address project
changes.




About the System

Syteca (formerly Ekran System) is an enterprise-level cybersecurity platform software
solution featuring privileged access management (PAM) and user activity monitoring (UAM). It
is used to protect your corporate IT infrastructure from internal risks, as well as to assist you
in meeting compliance requirements (e.g. GDPR), manage privileged user access (PAM),
immediately respond to potential incidents, and much more.

You can record all terminal, remote, and local user sessions, and alert security personnel to
suspicious events, and Syteca is available in both on-premises and SaaS deployments for
monitoring user activity on Windows, macOS and Linux (incl. SELinux, Solaris, Ubuntu using
Wayland, etc.) Client computers.

The Main Components of Syteca

Syteca Syteca Syteca Clients

Application (Windows/macOS/Linux/Citrix/
Management Tool Server VMware/X Window System)

The GUI component The main component Etlomptone(r;ts !nftalled otn tl,:e

used for system used for storing the arge g[n p0|dn comgu S
management & session data obtained from m,?n.ltor ag re(ao.r:( tui?]r
viewing in a browser the Client computers IS EUE S I L9 LIS

Application Server
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The Basic Deployment Scheme

Syteca Clients

Desktops

Syteca ;m 8 X

Application Server
Syteca PP

Management Tool
©®) 1 o e

CiTRIX' UNIX

)— Terminals
[
File Storage Syteca
for Binaries Database
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Large-Scale Deployments

In terms of scalability, and for large
organizations which may have several %

geographically isolated data centers,
multiple connected instances of the
Application Server can be deployed.

/‘ .:pr:ii:ation Server
For complex deployments, Syteca also % —
offers high availability & disaster

recovery, and multi-tenant mode, as wastr oo \@ agonts
well as supports the use of third-

party load balancing software. %\

The Master Panel, which is an I %
additional stand-alone component of
Syteca, combines the data recorded ®

by all Syteca Applications Servers in P N\ % syt
multiple locations, allowing the data vestigator

to be viewed and managed in a single ‘\@
user interface. reen
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High Availability Mode

High Availability mode allows you to configure and deploy Syteca in
such a way that if Syteca Application Server stops functioning for any
reason, another Application Server instance will replace it
automatically without loss of data or the need for re-installation of

the system.

Syteca Syteca Server Cluster
Management Tool

o
D

(> (> ] )]

»

Syteca
Client

Database Cluster
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Multi-Tenant Mode

Multi-Tenant mode allows multiple completely isolated tenants to
operate in the Syteca environment. The data in each tenant is
independent and not accessible to other tenants.

Company 1
«
Multi-tenant = A
Deployment
CiTRIX
= A
.) o —_—
—> Company 2
Syteca Syteca .
Management Tool Application Server _ CiTRIX '
[0 ] g A - A
| ) |4 <o) & D
Syteca Syteca
Server Client Workstation Clients
Syteca
Database —> Company N...
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) Syteca

Syteca Application Server & the
Management Tool

(user management, permissions,
Active Directory integration, and
Management Tool settings)
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The Management Tool

The whole system is managed in a single browser-based interface,

called the Management Tool.

(> ] Syteca
Dashboards

Reports

0 @ ®

Activity Monitoring

r

User Behavior Analysis

[+ Password Management
#M  Account Discovery

83 Access Requests

Clients

0

Users

Do

Alerts

FAS

USE Devices

4

Tenants

=]

@D AuditLog

System Health

le Dashboards

localhost  Built-in default ten

Total Idle Time vs Active Time for 07/03/2024 - 05/03/2025 # coex
T T T T T T T T T
0 ® 100 180 200 250 00 0 00 50 a0
Time (hours)
Active Time [l Idle Time
Top Applications Used for 07/03/2024 - 05/03/2025 # co®ex Top Websites Used for 07/03/2024 - 05/03/2025 # 0 ®x
4h9m
FamConnectoniznager sxe Shom
explorer.exe o 8h 5m
google.com
9h39m .

wardpad.exs 2d9h 6m localhost

nat . ings

SnippingTasl.exe wuw google.com

EYS—— 20h 50m

20h 32m
Manager sxe
User Productivity Report for 20/02/2025 - 05/03/2025 # 0@ x
o 2 3 N 5 s 8 10 1 2 1 14 15 1 ” 12 o ) 2 2 23
260272025
26022025
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Tenants

Syteca can operate in Single-Tenant or Multi-Tenant mode.

Single-Tenant mode is selected by default. In this mode, all users have
access to all Clients and settings according to their permissions.

In Multi-Tenant mode, all tenant users have access to their tenant Clients,
but do not have access to other tenants’ Clients, configurations, alerts,
reports, etc.

Tenants localhost  Built-in default tenant @ @ d.local\david Log Off | EN v
You can ada
(]

SWItCh tO Tenant Name ¢ Tenant Admin % Description & Tenant Key &
MUl.U'Tenant ) ) 9080’

Built-in default tenant  admin A7DE- V4
mode at any
ti me test2 d.locahanne second tenant 5562:3:'; > V4

L]
tenant1 d.local\david gjggi 2
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Active Directory Integration

Integration with Active Directory allows you to establish domain trusts
with multiple domain controllers by adding LDAP targets.

Configuration localhost Built-in default tenant d.local\david

Serial Key Management Email Sending Settings System Settings Customization
SIEM Integration Ticketing System Integration LDAP Targets Date & Time Format Export Storage Settings

Master Panel Access Database Management Embedding Settings Applications SSO Integration Cluster Settings

Add | Refresh Automatic LDAP Target | Sync Active Directory User Groups

LDAP Path Domain Name Domain NetBIOS Name User Type Remove All
LDAP://ken.local/DC=ek... ken.local KEN all.tea... Manual V4
LDAP://100.100.10.100/D... ken-2.app KEN-2-APP orig1 Manual V4
GC://100.100.100.100 forest.com AD-Forest Admi... Manual V4
GC://100.100.10.100 prod.local PROD Adm ... Manual V4
LDAP://10.100.0.1/DC=de... d.local DEV kenni... Manual V4
LDAP://ken.local/DC=ek... ken.local KEN samkK... Auto... V4
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Active Directory Integration

Edit LDAP Target

Enter the LDAP path, NetBIOS name, and domain user credentials to
connect to the domain. The LDAP path must be defined as follows:
LDAP://<Domain Controller name or IP address>/DC=<Domain
name>DC=<Suffix>. e.g. for the test.app.local domain with the
SytecaAPP domain controller, define:
LDAP://SytecaAPP/DC=test,DC=app.DC=local

The account used in an LDAP
target can optionally be stored
in a secret (e.g. for security
reasons).

LDAP Path

LDAP://10.100.0.10/DC= ken-5.DC=app

Domain NetBIOS Name

KEN-5

Enter credentials manually

User

Password

The account stored in the secret will be used to connect to the
Active Directory domain.

O Use secret

Ladmin secret v

admin secret
Editor
ken-5.applada-1
Owner

PAM User

<+ Add Secret
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Active Directory Integration

Integration with Active Directory allows you to do the following:

« Add users & user groups from trusted domains to allow them to
access the Management Tool and Client computers with
secondary user authentication enabled.

 Create alerts for domain groups to quickly respond to suspicious
user activity on Client computers belonging to trusted domains.

le Adding New User localhost
® Syteca g

@ Dashboards

&« User Type User Details User Groups Administrative Permissions Client Access User Access
B Reports

(] Activity Monitoring Active Directory User Details

L= User Behavior Analysis To add an Active Directory user / user group, add an LDAP target.

User / User group
[ Password Management

A" Account Discovery

admir]
o7 Access Requests

o ken-5.app\Administrator

[=
o ken-5.app\Administrators

| 2 users o ken-5.app\DnsAdmins

CJ Clients

A Alerts o ken-5.app\domAdmin
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User Management & Permissions

- Create 3 types of users: Internal, Active Directory (Windows/macOS
domain users/groups) or application accounts.

« Use groups for easier management of users, and define
permissions for users/groups.

« The built-in default “admin” user of the system can be disabled for
security reasons (if required).

localhost  Built-in default tenant

Q search.
PAM seats assigned: 3 of 4
v All Users: e}
Login « First Name Last Name Description @ PAM Status
2 admin Administrator Auto-generated admin account Active 2.
A& David David Doe (o] A 2z
24 ken-5.app\AD group 2.
2 ken-5.app\david [ o] A 2.
28 ken-5.app\mary (] A 2.
ZJohn (] A 2.
A Mark (o] A 2.
Stest () A 2.
v Administrators: Users with all permissions <3
Login ~ First Name Last Name Description @) PAM Status
2 admin Administrator Auto-generated admin account Active 2.
& David David Doe a Active 2.

16/182 Enterprise Cybersecurity Platform




Assign PAM Licenses to Users

- Assign PAM seat licenses to Privileged Access Management (PAM)
users.

User Management localhost  Built-in default tenant €§3 @ admin | Log Off | EN v
Q, Search... Add User Group | Add User
I PAM seats assigned: 3 of 4|
~ All Users: e
Login = First Name Last Name Description @ ) PAM Status
2, admin Administrator Auto-generated admin account Active 2.
2 David David Doe [ o] Active 2.
2 ken-5.app\AD group 2.
2 ken-5.app\david Active 2.
2 ken-5.app\mary Active 2.
2, John Active 2.
2 Mark Active 2.
2 test Active 2.
v Administrators: Users with all permissions e
Login = First Name Last Name Description @) PAM Status
2 admin Administrator Auto-generated admin account Active 2.
2 David David Doe [ o] Active 2.
5@ ken-5.app\AD group 2.
I PAM seats assigned: 3 of 4 I ‘ Cancel
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The Audit Log

Audit all user activities performed in the Management Tool via the
Audit log which contains detailed information on all changes.

! !
locathost  Built-in default tenant 63 @ | ADMIN | LOGOFF | EN v

EXPORY ALTERED RECORDS TO CSV EXPORT FILTERED RECORDS TO POF
TIME « USER NAME $ USER GROUPS $ CATEGORY & ACTION $ OBJECT $ DETAILS
admin
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) Syteca

Database Management
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Database Configuration

Default Configuration

Binary & Metadata

in DB in DB

MS SQL PostgreSQL

(starting with 6.2)

Custom Configuration
(MS sQL or PostgresQL)

Metadata Binary files in binary system
in DB folder including NAS
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Database Cleanup

You can configure a Cleanup (or Archive & Cleanup) operation that
can be applied to either a specific Client or a specific Client group.

Auto-Cleanup options

Never
Run once
O Repeat according to schedule

Perform every (days)

30
Start at

12:00:00 AM Q
Action type

Archive & Cleanup v

Sessions older than (days)

0
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Database Archiving

It is good practice to archive
and delete old monitored data
from the database regularly to
avoid running out of space on R
the Application Server
computer, and to save the
monitored data in secure 5
storage. ......................................

Binary data location

WDC-ABC\ArchiveDB

Auto-Cleanu p options Archive and clean up the database without archiving and deleting the binary data
Use separate credentials to access binary storage
Never
User
© Runonce
Repeat according to schedule
Password
Action type
Archive & Cleanup v Shrink database transaction log after cleanup

Delete offline Clients without sessions

Sessions older than (days)

30
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Database Archiving

Archived sessions in any archived database can be viewed in the
Session Viewer, and searches can be performed on the data, in the
usual way at any time.

Activity Monitoring localhost Built-in default tenant d.local\david
@ Dashboards
Client Sessions Alerts Archived Sessions Forensic Export History
@ Reports
() Activity Monitoring Select archived database to be investigated:
. Manage Archived Database Profiles
ArchiveDB (dc-es-pg-db.ekran.local)
[~] Password Management . . — —
. | Who: All || Where: All H When: All H + More criteria Columns Display + ‘ Q, Search... ‘ ‘

A" Account Discovery \ L e —
83 Access Requests Play Risk.. ¢ Alerts & User Name $ Client Name & Remote Host ... $ Start ¢ Finish ¢ Duration IPv4 & Rem... &

> administrator 52 Gre-WSs-19-3 DESKTOP-9L2R... 12:30 07-Nov 12:31 1min 18sec 10.15... 10.20...
J Clients

> useri 3 ta-Ubuntu22 18:58 03-Nov 18:59 1min 43sec 10.15..
2 Users

> user1 A ta-Ubuntu22 18:52 03-Nov 18:56 4min 28sec 10.15...
0o Alerts
w2 USB Devices >4 administrator 28 Gre-WSs-19-3 DESKTOP-GL2R... 09:18 30-Oct 09:21 3min 40sec 10.15... 10.20...

> Jal tester & mac0S-13-VM 17:03 29-Oct 17:07 4min 27sec 192.1...
s Tenants > tester & mac05-13-VM 17:0129-0ct  17:02 47sec 192.1...
B System Health

>4 tester & mac05-13-VM02 17:00 29-Oct 17:01 19sec 192.1...
€ Audit Log

> tester & mac05-13-VM02 16:58 29-Oct 17:00 2min 8sec 192.1..
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Database Parameters

If the database credentials $) Database Parameters X
defined during installation of e —
etadata Storage  Binary Data Storage

th e Ap p li Cati O n Se rve r n eEd tO Please define database parameters, note that no data will be migrated.
be changed, you can easily

. . . . Database Type: MS SQL ~
edit therp Wl.thOUt reinstalling HosName .
the Appllcatlon Serve r' Authentication: Windows Authentication r Use process credentials
User Name:
. Password:
SSL encryption can also be )
Activity DB Name: |123WIN.EkranActivityDB |
enabled, and a gMSA/sMSA egemerts Name: [ZHES
i anagemen ame: EkranManagementDatabase |
account can be used (with the UBADBNsme:  [TZWIEsmnliaDambams |
MS SQL Server data base), fOr [] Use encrypted connection
the connection between the hend o e conge and e impaied o8 3 rsted cerfeote on W computr

NOTE: To create a new SQOL database, the Syteca Server needs to be reinstalled.

Application Server and the
database.
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Database Parameters (for Binary Data Storage) #J) Syteca

A new location (e.g. Amazon | * Drtbeeroremeter x
S3 storage) can alternatively Parameters  Advanced

be used to Store the binary Metadata Storage Binary Data Storage

data (i.e. screen captures)
recorded during monitoring.

Please define Binary Data Storage parameters.

() 50L Database frecommended for small deployments)
() File System (recommended for medium and large deploymerts)

Path
local or shared folder);

Network-Attached Storage

MOTE: To store Binany Data in the shared folder, please check that
(NAS) Ca n a lSO be u Se d (by the Bkran Server Log On settings are comect,
. [} © =Y 5
using the File System option). ®© pmazon S3ke
Service Un: https.//sd.amazonaws.com
Bucket Mame: testhucket
Access Key |D AKIAU3Z

Secret Access Key: [ ——

O Cancel
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Database Parameters (Hardware Security Module) ) Syteca

To further enhance security, the RSA- | ossae e

2048 encrypted Syteca Master

Certificate can also be moved to a You can cleen up sessions of deleted Chens. This T R
Hardware Security Module (HSM)
device by using the integrated
Thales SafeNet KeySecure with _
SafeNet ProtectApp. e [ s s it el

SafeNet properties file location

Reissue Master Certificate

)) SafeNet KeySecure Options X

C:\Program Files\SafeNet ProtectApp\ProtectAppICAPI
PassPhraseSecure exe location

lc \Program Files\SafeNet ProtectApp\PassPhraseSect

Username
[admin

Password

‘ j ............ I

Key name (leave empty to generate a new key)

DataCenter-234

'©'First node deployment

(:}Subsequent node deployment

Ne: Cancel
N
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Isolating the Database from Clients

You can disconnect all Clients from the database to make them
go offline, so as to fix any issues with the database, and perform
database cleanup and maintenance without stopping Syteca
Application Server. Once database operation is restored, you can
bring all Clients back online in just one click.

° Syteca l€ | System Health localhost Built-in default tenant | §3 | ()

@& Dashboards

System State wv Offline Clients Tasks List
@ Reports

. o Export Filtered Records
() Activity Monitoring P Memory Usage v & CPU Usage ~ 8
Download Log Files (MT and Server)

| isolate Database from Clients|

=] Password Management

2 Account Discovery

0,
S Access Requests 1Jogégg.izd

CJ Clients

L Users
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SIEM Integration

Syteca integrates with
your SIEM system by using
the log files of monitored
events.

28/182

Editing Client (TW-WIN11)

&« Client Settings Client Groups Permissions Assigned Alerts

Change the Settings Type to Custom to edit the Client.

Properties User Activity Recording [ llalielglei-ANVlale[oIFi aEl{e Y M  Application Filtering

Authentication Options Keystroke Monitoring  Additional Options

Monitoring Parameters
Enable clipboard monitoring
Enable file monitoring
Detect system IDLE events
Register IDLE event when user is inactive

Timeout (min)

15

Log Files
Enable creating log files of monitored events
Log files location

C:\Syteca

Enterprise Cybersecurity Platform



SIEM Integration

Syteca allows the sending
of records about alert
eve ntS and m0n|t0 red Export Storage Settings ~ Master Panel Access  Database Management  Applications S5O Integration
data directly to SIEM

systems such as Splunk, e

ArcSight, and IBM QRadar,

where an encrypted TLS e °
connection can also be

used to forward the T

records securely.

Log Forwarding Settings

Send log to SIEM system

Network |P address Port
10.10.10.10 0
Test Connection

Use TLS
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SIEM Integration

Get access to Syteca alert

events and monitored data by
creating a separate log file in

one of the following formats:
e Common Event Format
(CEF)

* Log Event Extended
Format (LEEF)
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Configuration

Network IP address Port
10.10.10.10 0
Use TLS

Log Format Settings
Log format

CEF log v

Date Format

MMM dd yyyy HH:mm:ss v

Log File Contents

Windows and Linux Client records
Alert events

Audit log events

Client going offline/online events

A Log Forwarding Test must be performed before saving the settings. m




) Syteca

Licensing

(types of licenses, serial key management, and
floating endpoint licensing)
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Licensing

A Syteca product license serial key contains the applications that are
enabled, and the features they include (as purchased).

32/182

nfigur:

on

Serial Key Management Email Sending Settings System Settings Customization SIEM Integration

Master Panel Access Database Management Applications $S0 Integration

Serial Key Licenses Granted

Key: e88926e0-3.

Activation Date: 08/10/2024

Update & Support period end date: 08/10/2025
Type: Permanent

State: Activated

Unigue identifier: GUQE79

License Details

Ticketing System Integration LDAP Targets Date & Time Format Export Storage Settings

Applications

@ L o]

Session Recording Session Recording
Account Discovery
Account Onboarding
Automation (Password Rotation and Password
Checkout)

Secondary User Authentication
Time-based Access Restrictions
Endpoint Access Restrictions
Multi-factor Authentication
One-time Passwords

€3 | (@ |admin |LogOff| EN

Activate Product Online
Activate Product Offline

Deactivate Key
Update Key State
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PAM Seat Licenses (for PAM Users)

To start using the applications and features enabled in the activated
serial key, the various license types it contains need to be assigned.

[ ) PAM Seat el localhost  Built-in default tenant @ @ admin | Log Off | EN v

(]
licenses
f r I PAM seats assigned: 3 of4|
or the
v All Users: Ee
Passwo rd Login = First Name Last Name Description @) PAM Status
& admin Administrator Auto-generated admin account Active 2.
Management 2 David David Doe a Active 2.
24 ken-5.app\AD group 2
(PAM) 2 ken-5.app\david [ o] Active 2.
. . L@ ken-5.app\mary (D] Active 2.
app l.l Catlo n 2 John (D) Active 2.
8 Mark & Active 2.
O n ly' 2 test @ Active 2.
v Administrators: Users with all permissions 0o
Login « First Name Last Name Description @ PAM Status
£ admin Administrator Auto-generated admin account Active 2.
& David David Doe a Active 2.
24 ken-5.app\AD group rd
I PAM seats assigned: 3 of 4 I ‘ Cancel
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Endpoint Licenses (for Client Computers) ) Syteca

+ Endpoint

licenses of
various
(custom) types | e

fo r th e User Endpoint Licenses (135)

Activity | irme
Monitoring

Seat Licenses (5)

Custom Workstation Endpoint Access Management 10of 10
(UAM) USB Maximum number of concurrent sessions: 1
/ Endpoint Access Management £ W
Custom Endpoint Access P 4 Set Default for Workstations 0of15

Maximum number of concurrent sessions: 1

Devi
User Activity Monitoring Set Default for Servers
Mana ement Terminal Server (Limited Sessions) Endpoint Access Management Set Default for Workstations 0of20
? Maximum number of concurrent sessions: 5
[
a n d En d pOI nt User Activity Monitoring Default for Servers
Terminal Server Endpoint Access Management Set Default for Workstations 10f 25
Access Maximum number of concurrent sessions: Unlimited
Infrastruct User Activity Monitoring
nfrastructure for W e
Management Maximum number of concurrent sessions: Unlimited Set Default for Workstations
. . User Activity Monitorin i
a ll catl O n S Workstation Y g Set Default for Workstations 10f35
° Maximum number of concurrent sessions: 1

Set Default for Servers
10of 30
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Types of Serial Keys

A limited Trial product license serial key for Syteca can be requested
and used for an evaluation period, to deploy the system and review its
features, as well as update the product during this period.

To use Syteca for a longer period, and get a greater number of
licensed PAM users and endpoints, the product needs to be licensed
by activating a purchased serial key on the computer where Syteca
Application Server is installed.

You can purchase either a Permanent (aka Perpetual), Subscription, or
Saas serial key.
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Floating Endpoint Licensing

Syteca is currently the only such product on the market to offer floating endpoint
licensing (along with automatic endpoint license assignment).

This unique functionality allows you to reassign licenses between Clients both
manually “on the fly”, and automatically, so that you only need to purchase the
number of the appropriate types of Syteca endpoint licenses corresponding to
the maximum possible number of simultaneously active Clients.

« Manual reassignment: Can be done at any time, in just a couple of clicks.

« Automatic reassignment:

— Delete offline Clients without sessions: This option allows the licenses
of Clients, whenever they do not have sessions stored, to be returned to

the pool of available endpoint licenses automatically (e.g. after a
database cleanup).

- Using a golden image (for VMware/Citrix desktop monitoring):
Dynamically assigns endpoint licenses to virtual desktops whenever
new Windows-based desktops are created, and unassigns them
whenever Client computers are shut down.
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) Syteca

Installing & Updating Clients
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Installing Syteca Clients

Convenient Syteca Client installation:
« Locally:
— Windows Clients:
= using the installation file with default parameters.
= using a package generated with customized parameters.
- macOS or macOS Hidden/Stealth Clients (using a tar.gz file).
— Linux, incl. SELinux, Solaris, etc (using a tar.gz file).
« Remotely:
— for Windows Clients.
— for macOS or macOS Hidden/Stealth Clients (mass deployment).

Remote Installation

Select computers to Customize installation The Clients are

install Clients on parameters
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Target Computers for Remote Installation ) Syteca

+ Scan your local computer

network (Windows Clients) s

° Define a range of IP Scan finished. 2 computer(s) detected.
addresses to search for e eSS Workgroup  Domain

th e ta rget CO m p ute rS 10.10.10.10  lee.d.local (10.10.10.10) d.local
10.10.10.100 kody.d.local (10.10.10.100) d.local
* Simply enter the target -
computer names
Computers Without Clients localhost  Built-in default tenant @ ® admin | Log Off | EN v
- b

Define the computers on which Clients will be installed. If during previous installations, Clients were not installed on some computers, these computers will be listed here. The
computers will be removed from the list after the Clients are installed on them.

Deploy via IP Range | Deploy on specific computers | Download installation file

Computer % Workgroup / Domain % IP% Description % Previous Installation Failure % Remove All

lee.d.local d.local 10.10.10.10

Read the installation prerequisites m Install using existing .ini file
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Updating Syteca Clients

After Syteca Application

Server is updated to a new
version, all Clients are

automatically updated to the e Aty ecoring ot Wi meccs]  sopleaion e
same version on their next
connection to the N

Application Server. pescrpion

« Client Settings Client Groups Permissions Assigned Alerts

If you want to personally pr—rr—

supervise the update i ’
process of the target Clients, —E .
you can disable the Update

Client automatically option
fo r th e m ; NOTE: The mode will change after restart of the Client compurer.

Update Client automatically

Display Client tray icon

Display icon when recording is in progress
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) Syteca

Monitoring Parameters
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Client Monitoring

The screen captures that the Client sends are stored in the form of
deltas (i.e. the differences between a newer recorded screen capture
and an older one) to minimize the storage space used.

The information recorded is saved in an easy-to-review and easy-to-
search form, including:

« Names of applications launched.

« Titles of active windows.

 URLs entered into browsers.

- Text entered via the user’s keyboard (i.e. keystrokes).
- Clipboard text data (copied/cut or pasted).

« Commands executed using Linux (from both user input &
scripts run) and responses output.

« USB devices plugged-in.
- File monitoring operations (e.g. file upload).
- Alerts triggered (on various user activities).
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User Activity Recording

Syteca Client
user activity
recording is
event-
triggered by
default.

You can easily
configure
exactly when
and what
Windows,
macOS, and
Linux Clients
will record.

43/182

) Syteca

Dashboards
Reports
Activity Monitoring

User Behavior Analysis

Password Management
Account Discovery

Access Requests

Clients
Users

Alerts

Tenants
System Health

Audit Log

| Editing Client (TW-WIN11)

« Client Settings Client Groups Permissions

Change the Settings Type to Custom to edit the Client.

localhost

Assigned Alerts

Properties User Activity Recording Monitoring [Windows/macOS]

Monitoring Time Filtering Remote Host IP Filtering
Frequency Settings for User Activity Recording
Disable offline activity recording
Record user activity periodically

Period (sec)
30

Stop screen capture recording after IDLE event
Record user activity on active window switching
Check changing of window titles

Record user activity on clicking and key pressing

Authentication
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User Activity Recording

For example, you can configure a

Client (or the Clients in a Client Check changing of window ttes
gro u p) to: Record user activity on clicking and key pressing

- Only record user activity when
an al.ert (.0r USB mon Itc.)rl ng) Record user activity only on alert or USB monitoring rule
rule is triggered (on Windows triggering
and maCOS Cl|ents) Minutes before triggering Minutes after triggering @

« Only record user activity
without recording screen

Recording Period Settings

Screen Capture Settings

Captu res- Enable screen capture recording along with user activity
o recording
y O [1 ly reco rd th e aCtlve Capture active window only
window. Bit depth
4 bits (grayscale) v

oo
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URL Monitoring

The Syteca Client monitors URLs entered in web browsers.

You can configure the Client to monitor either full URLs or top and
second level domain names only.

&8 22/02/2023 E3 WINServer2019 2 SUPPORT\alex1(pamuser) ‘ BLOCK USER ‘ m Pl Q, Search...
Facebook - log in or sign up - Google Chrome(chrome.exe) - 22/02/2023 15:17:27 ACTIVI... ¥ ACTIVI.. ¥ APPLL. ¥ URL Y TEXT.. ¥ ALERT.. ¥
% facebook-logmorsignup X+
> 1511456 New Incognit. chrome.exe facebook sear...
Re € C @ facebookcom e # O @ wcoonito
> 15:114:57 New Incognit... chrome.exe facebook.com [Keystrokes]: ...
> 15:14:58 New Incognit. chrome.exe facebook.com
> 151458 New Incognit..  chrome.exe facebook.com
@ > 15:14:58 Facebook - lo. chrome.exe facebook.com
alex@gmail.com
> 1511525 Facebook - lo...  chrome.exe facebook.com [Keystrokes]: ...
facebook ) sz rwsbookeo cvomeme  facebookeom
Connect with friends and the world > 1511540 Facebook - lo...  chrome.exe facebook.com [Keystrokes]: ...
around youon Facebook. > 151727 Facebook - lo..  chrome.exe facebook.com
> 152249 Program Man...  explorer.exe [Keystrokes]:
> 1512333 Facebook - 10...  chrome.exe
> 152334 Run explorer.exe
Create a Page for a celebiity, brand of business. > 152335 Program Man...  explorer.exe
> 15:23:37 Select C:\Win.. cmd.exe cmd
> 15:23:38 Program Man...  explorer.exe
> 152346 New Incognit. chrome.exe
D 4 )3 Kqa DM 00:06:39/00:13:06 .‘)' ra > 152348 New Incognit... chrome.exe yo
> 15:23:49 New Incognit. chrome.exe [Keystrokes]: ...
¥ Show only text characters
I 15:23:50 New Incognit..  chrome.exe youtube.com youtube alert
> 152350 New Incognit. chrome.exe
> 15:23:54 Program Man.. explorer.exe
50 100 250 m «
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Keystroke Logging

To ensure compliance (e.g. witf

GDPR), all keystrokes logged
are hidden, but you can
perform searches on them and
create alerts to be triggered
when specific keywords are
typed.

Keystrokes can also be filtered.

This allows you to both reduce
the amount of data received
from the Client, and to make
sure that no privacy violations
occur by defining the
applications for which
keystrokes will be monitored.

Properties
Enabled
Name

Looking for job

Description

Risk Level

High

Rules

When multiple rules are defined in an alert. rules of the same type work
using OR logic, while rules of different types work using AND logic.

Keystrokes v Equals v cv
Keystrokes v Equals v resume

Keystrokes v Equals v find job

+

+0

+

+
= (=] o
= = =
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Keyword-Triggered Monitoring

You can configure Syteca

Clients to start monitoring and e [Crenesemres

Client Groups Permissions Assigned Alerts

reco rd i ng SC ree n Ca ptu reS Change the Settings Type to Custom to edit the Client.

O n ly afte r th ey detect d efi n e d Properties  User Activity Recording  Monitoring [Windows/macOS]  Application Filtering
Authentication Options Keystroke Monitoring [Esle[ii{elaEINe]elile]al

keywords entered by the user (=)

in SpeCiﬁed applications. Monitoring Parameters

Enable keystroke logging

Start monitoring after detecting one of the following keywords:

send CV

Keystroke Filtering

Filter State

Monitor keystrokes only in defined applications v

Application name contains

Skype; Outlook

Active window title or URL contains
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Clipboard Monitoring

The Syteca Client captures all text data that is copied/cut from, or
pasted into documents, files, applications, the browser address bar,
etc, on Windows and macOS Client computers.

You can also add an alert to be triggered whenever a user copies /
pastes.

AAAAAAAAAAAAAAAAAAAA
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Application Filtering

Syteca allows you to
define filtering rules
for websites and
applications to adjust
the amount of
monitored data, and
to exclude areas
where personal
information can be
observed, so as to
comply with corporate
policy rules and
country regulations
(e.g. GDPR) related to
user privacy.

Editing Client (TW-WIN11)

« Client Settings Client Groups Permissions Assigned Alerts

Change the Settings Type to Custom to edit the Client.

Properties User Activity Recording Monitoring [Windows/macOS]  [aYe]slile=\ilelaW a1 I q] ol

Authentication Options Keystroke Monitoring  Additional Options

Application Filtering
Filter State

Monitor all activity except v

Application name contains

chrome; edge; firefox

Active window title or URL contains

facebook, twitter
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Monitoring Time Filtering

n addidon o aplicator

filtering rules, you can also
define ru leS for the time When &« Client Settings Client Groups Permissions Assigned
monitoring Will ta ke place. Change the Settings Type to Custom to edit the Client.

Properties User Activity Recording Monitaring [Windows/macQOS]

By SeleCting Certain days Of Remote Host IP Filtering Authentication
the week and defining specific

hours, you can establish Monitoring Time Filtering

bounds within which Syteca Fer State

Clients will record all user Monftor only uring defined hours v
activity. et oo smers ety o LB RS

Monday Tuesday Wednesday Thursday
Friday Saturday Sunday

From To

08:00 ®© 18:00 ®

CIED
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Remote Host IP Filtering

Additonally,you can filter

sessions from certain
remote (public or private)
IP add resses' O r 0 n l'y Properties User Activity Recording Monitoring [Windows/macOS]

monitor SeSSionS from Monitoring Time Filtering Authentication
certain IP addresses.

«— Client Settings Client Groups Permissions Assigned

Change the Settings Type to Custom to edit the Client.

Remote Host IP Filtering
Exclude local sessions
Filter state

Monitor only activity from selected remote public IP address v

Using this feature, you can reduce the amount of information
received from the Client by defining remote host IP addresses for
which remote sessions will not be monitored.

Enter IP addresses or IP-address ranges in the IPv4 or IPve formats
separated by commas, semicolons, or new line characters. You
can also use asterisk as a mask. For example, 10.100.0.1-
10.100.2.255; 2001:0db8:8523:0000:0000:8a2e:0370:7334;
10.200.*.*

10.0.0.0-10-255.255.255
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SWIFT Username Monitoring

username used when

lOgglng in to the SWIFT &  ClientsSettings  Client Groups  Permissions  Assigned Alerts
network to be recorded,
so that you can easily
identify such users.

Change the Settings Type to Custom to edit the Client.

Properties User Activity Recording Monitoring [Windows/mac0S]

Monitoring Time Filtering Remote Host IP Filtering Authentication

Monitoring Parameters
Enable clipboard monitoring

Enable file monitoring

Enable SWIFT username monitoring

Detect system IDLE events
Register IDLE event when user is inactive

Timeout (min)
15
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Idle Events Monitoring

HEGE e b

detected, when:

« The Clien
€ Cl € t Change the Settings Type to Custom to edit the Client.

computer goes
. Properties  User Activity Recording Application Filtering
Into sleep or

. . Authentication Options Keystroke Monitoring  Additional Options
hibernation

mode, or the
screen turns off

&« Client Settings Client Groups Permissions Assigned Alerts

Monitoring Parameters

Enable clipboard monitoring

aUtO matlcal‘ly’ Enable file monitoring

° Th e user iS Enable SWIFT username monitoring
inactive fO r Detect system IDLE events
lO nge r th an a Register IDLE event when user is inactive
specified period. Timeout min)
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Privileged User Monitoring

You can also

mO n itO r th e «— Client Settings Client Groups Permissions
activity of users Change the SettingsType to Custom to it he Clent
logg|ng in under Properties  User Activity Recording  Monitoring [Windows/mac0S]  Application Filtering
privileged access Authentication Options  Keystroke Monitoring  Additional Options

accounts.

Assigned Alerts

User Filtering
Filter state

Monitor only the activity of selected users v

Enter user names manually, or click Add to select users from a list. Please note that
when adding users via Add, make sure that primary and secondary user names are
written without brackets and separated by a semicolon (e.g. user1; user2).

Enter user names as <domain or computer name>\<user name=>. To specify domain
group users, enter the domain group name manually as $<domain name>\<damain
user group name=>. Values entered must be separated by commas, semicolons, or new
line characters. You can use asterisk (*) as a domain, computer, user or domain group
mask (e.g. ®admin, $*\administrators or $*\admin*).

\_+Add |

admin*,mydomain\privileged_user
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Bandwidth Usage Reduction

Syteca allows you to
configure various other
options, including
bandwidth usage
reduction parameters to
manage the volume of
traffic from the Client to

Syteca Application Server.
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Editing Client (MP2)

« Client Settings Client Groups Permissions Assigned Alerts
Change the Settings Type to Custom to edit the Client.

Properties User Activity Recording  Monitoring [Windows/macOS]  Application Filtering

Authentication Options Keystroke Monitoring [e[s[lilelaF-1Ne el ile]3E3

Additional Options

Screen capture throttling (ms)
2000

Batch registration timeout (ms)
10000

Prevent loading hooks into the following applications
WINWORD;EXCEL

Reduce screen capture size by (%)
30

Screenshot compression level (1-19)
9

Agent memory limit (0-disabled)

0




File Monitoring

File monitoring operations (e.g. file upload) can be detected, including
iIn many applications such as common browsers and messaging apps.

# 12/07/2023 E3 WINServer2019 2 WINSERVER2019\Administrator(pamuser) | BLOCK USER ‘ m ﬁ Q, Search. TO FILTERED E

A. ¥ ACTIVITY.. ¥ A. ¥ URL ¥ TEXTDATA Y ALERT/USB.. ¥

> 18:53.. Facebook-login ... chrom...  facebook....
€ > x 8 owgem - - a ATt OA e e . T a:
> 18:53.. Facebook-login.. chrom.. facebook....  [Keystrokes]: faceboo...
Go g\e Search any image with Google Lens x @
> 18:53.. Facebook-login ... chrom...  facebook....
App  Downloa fiters = | Too! carch -
> 18:54.. Facebook-login.. chrom.. facebook...  [Keystrokes]:
> 18:54.. Facebook-login.. chrom... facebook....  [Keystrokes]: copy
J
. > 18:54.. Facebook-login .. chrom.. facebook....  [Keystrokes]:
> 18:54:... Facebook-login ... chrom... facebook....  [Clipboard (Copy)l: copy  david clipboard copy..
> 18:54.. Facebook-login .. chrom... facebook.
I david file upload I > 18:54.. Facebook-login ... chrom.. facebook...  [Clipboard (Paste)]: co... david clipboard pasti..
acebook - Google Search - Google Chrome - chrome.exe - > 18:54:. Facebook-login..  chrom..  facebook.
oogle.com/search? . > 18:54.. GetbackonFaceb.. chrom.. facehook.
=facebook&rlz=1C1GCEU_enUA1022UA102280q=facebook&gs_lcrp=EgzjaH. Founders: Mark Zuckerberg, Eduardo <
Andrew McCallum, Dustn Moskovitz, G > 1854.. GetbackonFaceb.. chrom.. facebook...
Headquarters: Menlo P: alifornia. United States
> 18:54:.. Facebook - login .. chrom.. facebook.

Founded: Fabruary 2004, Cambridge, Massachusas
United Stetas

Lio > 18:54.. facebook-Google.. chrom.. google.com

—
> 18:54.. Open chrom...
00:15:37/00:15:56 K’ <3

> 18:54.. facebook-Google.. chrom.. google.com

¥ Det ¥ Show only text characters I > 1854... facebook-Google.. chrom.. google.com File operation (Upload.. david file upload

Alert ID: 19218 > 18:54.. facebook-Google.. chrom.. google.com

Alert Name: david file upload > 18:54.. Googlelens-Goo... chrom.. lens.googl...

Risk Level: Normal
> 18:54.. Google Lens-Goo...  chrom.. lens.googl...

What: facebook - Google Search - Google Chrome gL : 118008

When: 12/07/2023 18:54:28 > 18:54.. facebook-Google.. chrom.. google.com

URL: google.com/search?

g=facebook&rlz=1C1GCEU_enUA1022UA1022&0q=facebook&gs_lcrp=EgZjaH)\

8 L - 50 250 500 1000 « 1

56/182 Enterprise Cybersecurity Platform




Client Group Settings

You can define the
settings for a Client
group, and then apply
them to Clients in the
group by inheritance’ User Activity Recording Manitoring [Windows/macOS]

. Monitoring Time Filtering Remote Host IP Filtering Authentication
S0 as to save time.

Editing Client (QA-Win10) localhost

<« Client Settings Client Groups Permissions Assigned

Change the Settings Type to Custom to edit the Client.

Client Properties

Description

Assigned license

None v
Settings Type

Inherited from All Clients v

Custom

Inherited from All Clients
Inherited from TestGroup3
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Monitoring Linux Clients

Syteca remote SSH session monitoring provides the capability to
monitor commands, parameters, and keystrokes input as well as
function calls executed and responses output in the terminal, and
applications opened by users including in x-forwarded sessions.

B 3/17/2023 & ibse-MS-7A70 2 userl & Q search m

ACTIVITY TIME ¥ COMMAND ¥ ACTION ¥ PARAMETERS ¥  ALERT Y|

usrflibexec/pk-comma...  execve

Monitoring of Linux sessions started locally via the GUI (X Window
System) is also supported.
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Monitoring Linux Clients (Local Sessions) ) Syteca

A local Linux Client session for X Window System includes:

« Screen captures « Application names / Commands
« Activity times « Actions / System function calls
« Activity titles « Parameters

basename execve

rrrrrr

......

19557:14

exec
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Monitoring Linux Clients (Remote SSH Sessions) ) Syteca

A remote SSH Linux Client session can be searched for:

- User actions (keystrokes and commands & parameters input),
and responses output from a terminal.

 System function calls.
« Commands executed in scripts run.

a  search v
ACTIVITY TIME ¥ COMMAND ¥ ACTION Y PARAMETERS Back to Synced Mode

> 167436 who execve Search in output

> 16:74:36 il Kill o ® show function calls

> 16:74:45 kil Kill 0 ] show only execution commands

- car I O Show inputs

» 161447

> 157448 car BXECVE

>

> sleep execve

>

> 187500 sleep execve
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Monitoring Linux Clients (X-Forwarded Sessions) ¢ Syteca

 X-forwarding provides a method to enable X Window System
applications opened by users in remote SSH sessions to also be
monitored.

- These applications are monitored as separate “child” sessions of
the SSH “parent” session, and the sessions are linked together
when playing in the Session Viewer.

MOMITORING RESULTS Built-in default tenant  £3 (3 DEVDAWVID.LEE

Client Sessions Alerts Archived 5essions File Monitoring Forensic Export History
Where: A When; A reria + E Columns Display + I y Q,
Oyperation System: Li... X
User Name Client Name Start - Dur.. User's Comments
Parent 9> user & RHEL7 8-test 40117202 F 2m 20s
n L rded
Linux Des 5 El'”ld ¢ ] \ RHELT B-test AN 152022 5259 P 1M 525 E-forwarded a -|'

Application name
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) Syteca

Detection of Disconnected Clients
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Detection of Disconnected Clients

Detection of disconnected
Clients will help you to timely
detect Clients that have stopped
transmitting monitoring data.

Just define the time period after
which offline Clients will be
considered as disconnected, and
get notified about such
incidents.

— Client Settings Client Groups Permissions

Change the Settings Type to Custom to edit the Client.

User Activity Recording Monitoring [Windows/macQ!

Additional Options

Settings Type

Custom

Client Mode
Enable Protected mode
Update Client automatical Iy
Display Client tray icon

Display icon when recording is in progress

Enable the Syteca PAM Connection Manager

Replace Windows Shell with the Syteca PAM Connection

Editing Client (TW-WS22)

Assigned Alerts

User Filtering

Manager

Notify if the Client is offline for more than
Send email notification to

Email
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Viewing Disconnected Clients

You can view all Clients that are offline for more than a specified
time period on the Offline Clients page.

System Health localhost Built-in default tenant @ @ d.local\david Log Off | EN v

System State Offline Clients v Tasks List

Clients 3

Attention: Not all Clients are licensed!

261 - Offline

3 - Disconnected

‘ Install More Clients ‘
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) Syteca

Client Protection
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Protected Mode

Syteca allows you to protect Windows Clients and their data by
enabling Protected mode.

The use of Protected mode has the following advantages:
« Prevention of Client uninstallation.
« Prevention of stopping Client processes.
« Prevention of editing Client system files and logs.

« Prevention of editing Client settings in the registry of the
Client computer.

« Prevention of modification, removal, and renaming of Client
files.
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Client Uninstallation

Users, including privileged ones, are unable to stop the Client
running on computers, or remove the Client locally without the
assistance of the administrator.

Microsoft Windows [Version 18.8.16299.371]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32>cd C:\Program Files\Ekran System\Ekran System
C:WProgram Files\Ekran System\Ekran System>UninstallClient.exe/key=uninstall

C:\Program Files\Ekran Syteca

6 Wrang value for uninstallation key has been provided

£ >

Only the Syteca administrator knows the Uninstallation key defined
prior to Client installation, and which is required for local removal.
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) Syteca

Secondary User Authentication
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Secondary User Authentication (Windows/Linux) #9 Syteca

Secondary user authentication allows you to achieve two goals:

« Monitor the ® Syteca le | Editing Client (TW-WIN11) localhost
activity of users on

@ Dashboards Two-Factor and Secondary Authentication
a CO m p Ute r W h e n B Reports Enable secondary user authentication on login
[ ]
m u ltl ple use rs () Activity Monitoring Secondary user authentication is required to

continue. Please enter your secondary user
credentials (i.e. those of an Syteca user who
has the required permissions). Contact your

share the same
credentials to log

In.
A0 Account Discovery

® I m p rOVQ yO u r S8 Access Requests
.t b You can enter user names, separated by semicolons (e.g

Secu rl y y user1;user2;user3).

o o | & Clients
requiring users to

o_ 0O

enter additional o e
authenticatio n ' (cu-‘caw ente:l:u\tlp e Active Directory user group names, separated
CredentialSo fg‘ﬁ Tenants d;:-mai‘Lﬁa-ﬂe\.grou:37‘13\71@1_:doma\nﬁan’exgr't:umen“ez:domah na
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User Behavior Analysis

=] Password Management Users to exclude from secondary user
authentication

Active Directory user groups to exclude from

9 Users secondary user authentication




Secondary User Authentication (Windows) ) Syteca

The Syteca Client requests credentials to be entered before allowing
a user to access the Windows operating system.

#) Syteca

The secondary authentication is required to continue. Please enter the
login/password allowed in Syteca. Contact your System Administrator
for more details.

Login: John

Password: TTITIIYIYS

OK Cancel
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One-Time Passwords (Windows Clients) ) Syteca

Syteca provides the
administrator with the
unique capability to
protect Client
computers with one-
time passwords.

#) Syteca

.} I need emergency access to computer

Enter t| Please enter your email address for the one-time
one-tin  password to be sent to it. pr
The user can request a e
one-time password
directly from the
secondary user
authentication window
displayed during login
to the Windows OS.

Email: johnson kenneth@email.net
Passwda

Kenneth Johnson to update the dbl
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) Syteca

Secondary User Authentication (Linux Clients)

The Syteca Client requests credentials to be entered to allow a user to
log on to the terminal on Linux Client computers.

GApplicationz Menu Terminal

= Terminal - root@ubuntu-14-04-x86: ~

File Edit View Terminal Tabs Help
Secondary authentication is required. Enter your credentials.
Login: admin

Password:
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) Syteca

Two-Factor Authentication
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Two-Factor Authentication (Windows/Linux) ) Syteca

Two-factor
authentication
allows you to
enable an extra
layer of security
to better protect
the critical
endpoints in
your network.

74/182

@& Dashboards
B Reports
3 Activity Monitoring

22 User Behavior Analysis

B Password Management
20 Account Discovery

83 Access Requests

CJ Clients
L Users

0 Alerts

sk Tenants
B System Health

0 Audit Log

Got questions? helpdesk@syteca.com

Editing Client (TW-WIN11)

Two-Factor and Secondary Authentication

Enable secondary user authentication on login
Secondary user authentication is required to continue. Please enter your

secondary user credentials (i.e. those of an Syteca user who has the required
permissions). Contact your System Administrator to request permissions.

Users to exclude from secondary user authentication

Allow the use of ane-time passwords

Users who can approve access

Enable two-factor authentication

Do not generate QR code automatically
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Two-Factor Authentication (Windows/Linux) ) Syteca

You can either enable this feature for all Windows “
Client computers, or manually add only users who
you want to be allowed to log in to Windows and
Linux Client computers, using time-based one-time
passwords (TOTP) generated by way of a mobile

authenticator application. e
. - e
[ Ll
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Two-Factor Authentication (Windows/Linux)

The Syteca Client prompts the
user to enter a TOTP to access » Syteca
the system. '

Ubuntu 16.04.2 LTS ubuntu ttyz _ ¢ Cancel

ubuntu login: May

Fassword:

Last login: Fri May 3 01:45:16 PDT 2019 on tty?2

Welcome to Ubuntu 16.04.2 LTS (GHUALinux 4.8.0-36-generic =<86_649)

# Documentation: hittps:/shelp.ubuntu.com
# Management : https: /s landscape.canaonical.com
# Support: https: s ubuntu.comsadvantage

Enter the password generated in your mobile application to prove your identity
Enter pin: _
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Two-Factor Authentication (for MT users)

) Syteca

Apart from users of monitored endpoints, two-factor authentication
can also be enabled for Syteca Management Tool users.

Editing User (David)

«— User Type User Details User Groups

Internal User Properties

password are required.
Login

David

Password

Administrative Permissions

Define the user credentials and additional information about the user. The login and

Enable two-factor authentication on login

RESET 2FA I

First name

David

SET UP TWO-FACTOR
AUTHENTICATION

Two-Factor authentication is enabled for your user
account. Open your authenticator application (Google
Authenticator or Microsoft Authenticator) and scan
the code before clicking Confirm. On the next login,
you will be prompted to enter the code from your
authenticator application.

RECOVERY CODE

PSU52 - DHHBE - QNEFK - VMMSW ]

You will need the recovery code in case you lose
access to your authenticator device. Make sure you
save it to a safe place.

‘ BACK ‘ CONFIRM
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) Syteca

Password Management (PAM)
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Password Management

Managing privileged accounts (PAM) and implementing role-based access
control is critical for enterprise security teams. Syteca’s Password Management
functionality uses secrets to provide you with full control and visibility over
privileged user access.

With Syteca, you can:

 Securely store account credentials in secrets for various types of accounts (Active
Directory, Windows, Unix (SSH), Unix (Telnet), Web, and MS SQL).

« Provide granular access to stored credentials.
« Manage passwords without interfering with the workflow of privileged users.

« Enable remote password rotation (for Active Directory, Windows, Unix (SSH), and
MS SQL account secrets), and Unix (SSH) key rotation.

« Require password checkout to prevent multiple users from using any specific
secret concurrently, or audit any secret (to see when it was managed and used).

« Allow users to view/copy a secret’s password, or transfer files using WinSCP.

« Create (and manage) your own private Workforce Password Management (WPM)
secrets, which are hidden from other users (unless specifically shared with them).
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Adding a Secret

Add a secret manually by

specifying: o o 0 % 5

- a privileged account to
connect to

« the account credentials
« and users [ user groups to

Active Directory account v

give aCCeSS to Active Directory account

Windows account

« and much more!

Unix account (Telnet)

This type of secret allows File Transfer.

General

Secret Name

Web account

MS SQL Account

Login Password
bl
Select specific computers for which connections will be allowed
Computers v
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Adding a Secret (Enhanced Security Options) ) Syteca

To enhance security further, optionally for the secret:
« enable remote password rotation
« Record user activity only while a user is accessing the secret
« require password checkout

ADD SECRET ADD SECRET

N o] o] ~ O o
8 [ 97 O R =) 8 [ 97 0 ] =L}
Properties Automation Security Permissions Restrictions Properties Automation Security Permissions Restrictions
Enable remote password rotation Record user activity while the secretis in use
Rotate Password Every 30 days v Requires check out

Change password on check in

Check in automatically after 1 hours 0 minutes

| Cancel ‘ ‘ Cancel ‘

81/182 Enterprise Cybersecurity Platform




Adding a Secret (Users & Permissions)

To define users’ access to a secret:
« Add users / user groups.

. Grant them Role Type

permissions: o8 o o % 2
Properties Automation Securit Permissions Restrictions
- Owner : y
o Ed ito r This type of secret allows File Transfer. | |
+ Add v
* PAM User | |
o and Advanced permiSSionS: User-f Userfgr-oup - Role Type [ED © (8] Remove All
admin (Administrator) Owner
* File Transfer (via WinSCP) | c.uomsoes csr
° VieW PaSSWO rd Mark PAM User
PAM Users PAM User
» Copy Password
‘ Cancel ‘m
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Adding a Secret (Access Restrictions)

To enhance security still further, restrict access to the secret by
requiring approval from a supervisor:

- on secret usage

« or only outside of specific: o8 o~ o

o) o
(7 s v
k h Properties Automation Security Permissions Restrictions
* (wor ours
Access without any restrictions
) a n d days Of th e We e k. Always require approval on secret usage
© Allow access without approval during work hours
Allowed dates From To
21/11/2024 | 05/12/2024 ol
Allowed time From To
08:00 17:00
Allowed days of the week Su Mo Tu We Th Fr Sa

Users who can approve access

Owners or Approvers also require approval
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Using a Secret

A privileged user can access a critical endpoint via a secret by using the
Syteca Connection Manager. The secrets are stored in a granular Tree-
View folder structure and have user permissions for both folders and
secrets.

- ] X
Req

ecret Type
AD acc 3 testuser2 I+ Active Directory account equires Checkout
B8 All secrets Reguires Checkout, User
[ Foldera » AD acc 1 user <I» Active Directory accoun activity will be recorded
while the secret is in use
>D My Secrets (admin) WIN acc 1 - my office PC 10.150.1... Windows accoun Checked out @

> [ My Secrets (david) Web acc 1 (Management Toc  httpsi//1...

My Secrets (ken-5.app\mary]
[ My Secrets (ken-5.2pp\mary) Unix (SSH) acc 1 (Ubuntu 22 10.150.1...

i My Secrets (Mark) Unix (Telnet) acc 1 TW-ubu.

v Regular Secrets

v & SSH Secrets WPM test secret
[ S5H secrets IMP

Onboarded
[ Win Secrets B

i85 Test folder

(3 Foldera

Refresh Add Secret Columns Display 4

) _ A .
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Viewing Secrets in Sessions

You can click Play in a specific secret (in any folder) to open the list of
sessions that it was used in. The secret data is highlighted when playing
the session in the Session Viewer.

You can also click e.g. the Audit icon (“9) to see when a secret was
managed and used (on the Audit Log page).

21 Password Management localhost  Built-in default tenant {§3 @ admin | Log off | EN v
]
+ New folder All secrets
® p—
‘IEI All secrets‘ Secrets ~ Permissions
= (
O FolderA [ ] i o
(=) ‘ Type: All ” Password Rotation Status: All H Security: All H Last Users: All H More Criteria + ‘ ‘ Columns Display + | Q Search... Add
v @ My Secrets (admin) ’
™ Folder2 Last Rotation Time Play 8 Secret Name Type Added By Last User Last Usage Time Description
[ess]
5 ~ @ My Secrets (david) H > AP e A e ¢ Adminis...
o O Folder3 Checked out to:
older. )
= Username: ken-5.app\david » ‘ ]
-0 03 My secrets (ken-5.app g Auto Check in: 25/02/2025 12:46:23 = LS Adminis... admin 10/16/2024 3:3... Secret for Act...
0 My Secrets (ken-5.app... > i) WIN acc 1 - my offic.. & L] Adminis... ken-5.... 11:46 AM 329D @
J
o > O My Secrets (Mark) > MS SQL acc 1 =] Adminis... Access to the...
> [ My Secrets (test)
8 & Regular Secret 20Jan10:16 AM [ & Onboarded user1 = £ Adminis...  ken-5.... 11:15 AM
v egular Secrets
-« ~ @ SSH Secrets > Secret to use for Acco... Lol Adminis...
[ SSH secrets IMP
& [ test secretl ] User1
O win Secrets
= 5 [0 Test folder > ® Unix (SSH)acc 1 (U... & EQ Adminis...  ken-5.... 11:32 AM
o [ [Obsolete] My Secrets (e... > Unix (Telnet) acc 1 a tn Adminis...
> Web acc 1 (Manage... = &) Adminis... admin 10/16/2024 4:4...
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Transferring Files Using WinSCP

The File Transfer functionality allows users of secrets to transfer
files between the computer with the Syteca Connection Manager an
the remote computers (which are accessed via the secrets) by
using the WinSCP application.

AD acc 3 testuse: <I» Active Directory account Requires Checkout

BB All secrets

I 40 ace 1 user - Active Directory sccount

B 10.150.10,57 Windows account Requires Checkout
Local Mark Files Commands Tebs Options Remote Help hétps//10.15 Web account

RH 2 (@ Synchronize [l &® | [ Queue + - Transfer Settings Default

B ken-5.appse@10.10.10.10 X NewTsb +

i, ClocalDisk  ~ (7« [T] « 1 . Download ~ [~ « [T] « A | Find Files

10.1506.213 MS 5QL account

10.150.10.197 Unix account (SSH)

Download [ Edit + X of Properties New TW-ubuntu-... Unix account (Telnet)
2 o o B -

C:\Users\TEMP.KEN-5.004\ Downloads\ /C:/Users/Administrator/Downloads/ b Active Directory account

Neme Size Type Changed Name Size Changed Rights <» Active Directory account

+ Parent directory 2/6/20242:12:34PM || | Installations-74.682ip 670,362 KB 8/18/2023 10:31:00 PM
¥ Installations-T4.110zip 669,%40KB  £/21/2023 5:58:00 PM

10/13/2023 5:23:00 PM

11/8/2023 10:15:24 AM

Fle: 1/3/2024 12:30:35 PM
Target: jsers\TEMP. KEN-5.004\Downloads\, 12/14/2023 3:17:43 PM
| 1/5/2024 11:51:37 AM
Time left: 0:00:12 Time elapsed: 0:00:32 | 2/3/202410:03:53 AM

Bytes transferred: 352MB  Speed: 11.1MB/s | 2/5/202410:35:46 AM

| 11/8/2023 12:49:22 PM

12/8/20237:58:28 PM
X B - 8 % - O Unlimited 1/29/2004 5:2757 PM
2/5/2024 1:21:37PM
postgresql-15.4-1-win.  353921KB  10/4/2023 12:07:34 PM
Pritunl.exe 105,780KB  10/30/2023 12:34:54 PM
processhacker-239-5..  2215KB  12/15/2023 206:34 PM
¥ Reportszip KB 11/23/20236:1021PM
§ Rnwaod.SmipidevD..  30854KB  7/18/2023 10:3029 AM
§ Rrwood Smtpddev-w... 62651KB  7/18/2023 10:3028 AM
| ServerBinaries.ip 368,620KB 11/2/2023 1:32:31 PM
STZ37T1KE  1/31/2024 120245 P
Visualcppbuildtools_f.. 3,211 KB 11/2/2023 7:0%39 PM
5 || Ewinearx6a-624.exe 3496KE  1/18/2024 £14:35 PM

Windows account

72% Downloading ? >

<
0Bof0Bin0of0 1 hidden 500 MB of 857 GBin 1 of 42
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Workforce Password Management (WPM) ) Syteca

The WPM functionality enables PAM users (i.e. any users of the
Syteca Connection Manager) to create (and manage) their own
private Workforce Password Management (WPM) secrets, which
are hidden from other users (unless specifically shared with them).

.) Syteca Connection Manager

= ] >
Serverl Windows account

MarkSecret] Server
BB All secrets

> [ My Secrets {david)

v My Secrets (Mark)

[ Folder1

> [ My Secrets

Columns Display ¥

87/182 Enterprise Cybersecurity Platform




) Syteca

Account Discovery
and Onboarding (PAM)
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Account Discovery

Account Discovery (PAM) allows privileged (and other) accounts to be
discovered (by performing network scans), and then onboarded into
secrets, by first adding and running account discovery rules.

|||||||||
Add Discovery Rule
@& Dashboards
B Reports General Prerequisites
[ Activity Monitoring Rule name Test rule 7 Add
l=  User Behavior Analysis
Description EEAET
e
[+ Password Management @
Type ﬁ Linux Discovery v
A" Account Discovery ®
ga Access Requests & Te! IP range for scanning 6 100.100.100.10 - 100.100.100.20 ®
8 Jed Accounttype All accounts v @
& Clients @ Fubi " All accounts
& Public SSH keys
o U & Tes Y Privileged accounts ®
2 Users
Jes Selectaccount to use for scans @ user with root permissions X @
Q- Alerts User with password1 X —
" USB D . user without root permissions x
evices
Scheduled Discovery
s& Tenants
= System Health Actions
4 Audit Log Send email notifications about new accounts found to o
2 admin X 2 David X 2 Mark X
Results on Page 50 v
| Cancel ‘m
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Account Discovery

Various types of discovery rules can be added:
- Active Directory (for privileged AD domain accounts).
- Computer (for privileged Window local accounts).

- Linux (for privileged, service, and application accounts, including
accounts with public SSH keys).

.) Syteca I¢ | Account Discovery localhost  Built-in default tenant @ @ admin | Logoff | EN v
@& Dashboards
Privileged Accounts Rules

[ Reports
[ Activity Monitoring | Type: All ‘ | Last Run Time: All ‘ | Next Run Time: All ‘ | Last Run Status: All ‘ Patels]
=2 User Behavior Analysis

Name o Type Last Run Time Next Run Time Description
[] Password Management Testrule 1 4> Active Directory ~ 5:46 PM @
2" Account Discovery Test rule 2 o» Active Directory  5:47 PM ®
97 Access Requests ® Testrule3 &8 Computer 5:48 PM @

QO Testrule4 @ Linux 5:49 PM
J  Clients

® Testrule5 A Linux 5:48 PM 17 May 12:00 AM ®
S Users

Testrule 6 S8 Computer

0 Alerts - P @
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Account Onboarding

The accounts discovered can then be selectively onboarded into new
secrets (either individually, or by using Bulk Action) or skipped,
removed, etc. |

Onboard Accounts

Account Discovery

(ot 539 8 L LV Se Eo

Properties Automation Security Permissions Restrictions
Privileged Accounts Rules General
Secret Name o
<~ Active Directory (105/105) %8 Wwindows Local (108/108) A Linux (46/56)
$COMPUTER\$LOGIN
i= || Status: All H Discovery Rule: All H Account type: All ‘ Current folder: All Secrets Change
&+ Onboard Password Settings
User Name Status  Computer
Q Use automatically generated password
Remove
F key ole v virtual-machine
@, skip
uter account root S} virtual-machine Account(s) for Rotation
Restore to Unmanaged
uter account ole Q virtual-machine O Select secret L]
. . user with root permissions X user without root permissions x
defaultuser Computer account defaultuser virtual-machine
Enter credentials manually
Sys Service account Sys O virtual-machine User password
sync Service account sync (@) virtual-machine _
games Service account games 2+ virtual-machine
man Service account man 2+ virtual-machine \
Ip Service account Ip S+ virtual-machine 5:51 PM Testrul...
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) Syteca

User and Entity Behavior
Analytics (UEBA)
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User and Entity Behavior Analytics (UEBA) ) Syteca

Syteca User & Entity Behavior Analytics (UEBA) allows you to better
protect your system from malicious and illicit insiders.

UEBA has the following advantages for detecting suspicious activities:
« Analysis of user behavior patterns and establishment of a baseline

for normal behavior.

« Automatic detection of
behavioral anomalies &
deviations.

< [ 30/10/2024-08/11/2024 B2 TW-WIN11 2 ken-5\david

Standard working hours ]

« Timely notification of
potential insider threats.
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User and Entity Behavior Analytics

Add a user behavior rule to view user profiles and analyze sessions

with the detected anomalies, and get notified timely about risky
user activity.

Email Notifications

Add Rule Send notification on detected anomalies for a finished session

Send instant notification on detected anomalies

Properties Send total session risk score in case of no anomalies
Enable rule Send email notification to
Name admin@example.com

Abnormal behavior1

Additional Actions

Description
Show warning message to user
You are performing a forbidden action.
Conditions Block user in the current session

Unusual work hours

High
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User and Entity Behavior Analytics

Monitored sessions
that contain detected [ —
user behavior

anomalies have a Client Sessions Alerts Archived Sessions File Monitoring
special risk score. whor Al |[ Wheres Al || Where Al [ More Crter +
The riSk Score Total number of sessions: 82
ind icateS the Severity Play Risk Score Alerts User Name Client Name
level of the session > SUPPORTIclex. R WINADTMITIELS
and is calculated > © WIN-ADTMTM... 8 WIN-4DTMTM6US
according to the risk > WIN-ADTMTM... &8 WIN-4DTMTMEUS...
level of the abnormal > NADINTIL R WA TS
user behavior > WINADIMTM... Il WIN-4D1MTHGUS.
patterns and alerts > WIN-ADTMTM... 8 WIN-4DTMTMGUS
> WINADIMTM..  EE WINADIMIVEUS..

detected during
activity monitoring.
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) Syteca

Access Requests and Approval
Workflow
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Access Requests and Approval Workflow ) Syteca

You can minimize cybersecurity risks and control the number of
simultaneously active accounts with Syteca’s Just-in-Time Endpoint
Access capabilities.

Access Requests localhost  Built-in default tenant @ @ d.local\david Log Off | EN v

Access Requests Two-Factor Authentication Endpoint Access Control

Users who are permitted to log in to Client computers according to a schedule or only after administrator approval. Add
Q_ Search... Apply Filters
a a " - A a . - - Remove
User ¥ UserType ¥  AssignedTo ¥ Restriction Type ¥ Time Added ¥ AddedBy ¥ Al
ken Active ken- 02/03/2022
) 2.app\pma1604- Email to administrat d.\matt
2.app\1604 Directory user appipma maitto administrator 18:36:33 ma z
node1
Active ken- 10/09/2024
ken-5.app\ Email to administrats
en->-a2ppinco Directory user 5.app\gmkwin10 maitto administrator 13:36:44 anne 7
Syteca user ‘ . . 01/11/2024
d.locahhal for secondary  ken-5.app\win19-ta Email to administrator 15:54:06 dev.locahhal Z
authentication o
ken5.a0m\0m Active ken- Access on schedule (14/11/2024 - 28/11/2024, 14/11/2024 dev localio.matt 2
3PP Directory user 5.app\ompwini1 00:30 - 23:30,) 19:22:49 ’ ’
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Access Requests and Approval Workflow ) Syteca

You can add users

whose access to Client 5 o,
COmputerS needs to be GENERAL RESTRIC?ONTYPES
restricted, by using:

 Manual access .
approval by an
administrator to “ L= "
d ete rm i n e Wh O ;\E T::::j:rc_::puterwith Installed Client

Can acceSS What Computers from Client Group v
and When. Client group

test ~

User with Restricted Access Rights

Do

é:) Users Who Can Approve Access
User / User group:

ADMINISTRATORS ~

Allowed weekdays do not occur on the allowed dates. Administrator approval will always o
_ : CANCEL |\
be required.
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Access Requests and Approval Workflow ) Syteca

* Or Time-based

user access o 0
. _o P o
restrictions to GENERAL RESTRICTION TYPES
en hance the i¢ Restriction Type
p rote Cti O n Of Always require approval on login
o, o O Allow access without approval during work hours
critical data and R
SySte mS. From To
07/10/2023 e 07/24/2023 |
Allowed time
From To
8:00:00 AM ® 6:00:00 PM Q)
Allowed weekdays
Su Mo Tu We Th Fr Sa
‘. CANCEL ‘
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Administrator Approval on Login

When a restricted user logs in to a Client computer, the Client blocks
the desktop and sends the user’s access request to a trusted user for
approval. The user's request is displayed on the Access Requests tab).

’) Syteca I€ | Access Requests localhost  Built-in default tenant @ @ admin | Log Off | EN v

@& Dashboards
Access Requests v Two-Factor Authentication Endpoint Access Control

B Reports
(] Activity Monitoring Q, Search...
= LerEsimur el [ Status: All H Request type: All H User: All H Client: All H Processed by: All H Request time: All @ Display all
requests
Processed time: All ] Sort by: Newest
[«] Password Management

@ sup.local\alex1 on & WIN10 7 seconds ago v APPROVE v

2" Account Discovery rlasce. gve me access

o7  Access Requests
48 Administrator(pamuser) on 3 WIN-4D 52 seconds ago ' APPROVE 7

give me access

) Clients

2o sup.locallalex? on =8 WIN10 3 minutes ago « APPROVE v

Users

2
o Alerts
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Administrator Approval on Login

Only after the trusted user approves the user’'s access request, is the
user allowed to access the system.

#) Syteca

Your access request has been sent to the administrator. Please wait while
the administrator grants you an access.

.) Syteca Cancel

Your access request has been approved by the administrator. Click OK to
continue.

OK
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Access Requests and Approval Workflow ) Syteca

Restricted users will be able to log in to Client computers only during
the defined time period, and will need additional approval to log in
outside of this period.

#) Syteca

Message:

Access to this computer is allowed only until 15:30:00. You will be
logged out at 15:30:00

OK (15)

102/182 Enterprise Cybersecurity Platform




) Syteca

Notifying Users About
Being Monitored
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Notifying Users about Being Monitored

To adhere to the security policy of your company or your country
regulations, you can:

. . ».) Syteca
y E n a b le th e d I§p.layl ng Of Please read the following important information before continuing.
a custom additional
. According to company policy you must agree to the terms in order to
message on user log| N to continue using this computer.

notify the user that their
activity is being
monitored, and obtain

their CO nse nt. Continue | Cancel
« Enable the displaying of
the Client tray icon along 3 Syteca Client _
With a nOtiﬁcatiOI'l tO the (r:;::}r{ .;i(ll.(,\nh are being monitored by
user that their activity is
being monitored. 5:54PM
g £ AT NG o E2
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Notifying Users about Being Monitored

Before being allowed to
log in to the Client
computer, users can also
be reqUired to: According to company policy you must agree to the terms in order to

(] Enter a Valid ticket continue using this computer.
number, created in
an integrated
ticketing system.

® EXPlain thei I reason Ticket number is required:
for needing access,

#) Syteca

Please read the following important information before continuing.

in a comment. Your comment is required:
« Agree to the terms
Of use. ™ I agree to the terms of use.

| Cancel
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Notifying Users about Being Monitored

When enabling the options

to be displayed to users in
the additional message, the
messag.e teXtS Can be Properties  User Activity Recording ~ Monitoring [Windows/macOS]  Application Filtering
CustomIZEd. Keystroke Monitoring  Additional Options

— Client Settings Client Groups Permissions Assigned Alerts

Change the Settings Type to Custom to edit the Client.

Authentication Options

Enable displaying of additional message

According to company policy you must agree to the terms in order to continue
using this computer.

Customize message header

Please read the following important information before continuing.

Require user consent

| agree to the terms of use.

Require user's comments

Require ticket number
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Notifying Users about Being Monitored

 Anicon can also be displayed on the desktop (that is always on
top of all applications opened) to inform users that their actions
are currently being monitored and recorded.

- .
L

Recycle Bin Firefox
o

q
u =

Google
Chrome
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) Syteca

Blocking Users
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Blocking Users Overview

Syteca allows you to block endpoint users from performing potentially
harmful and forbidden actions on computers running Windows OS with
Syteca Clients installed on them.

Users can be blocked manually from both Live and Finished sessions, or
automatically when they perform an action that triggers a specific alert.

M 30/06/2023 EJ nick-node-2 2 NICK-NODE-2\Administrator(admin) P Q, Search... BACK TO FILTERED MODE
Syteca Connection Manager(PamConnectionManager.exe) - 30/06/2023 03:11:39

ACT.. ¥ ACT.. ¥ APP.. ¥ URL ¥ TEX.. ¥ ALE. ¥

> 023551 Program...  explorer.e.
I > 02:35:51 SelectAd...  cmd.exe cmd

program..  explorer.e

die Idle
*rogram xplores [Clipboard...
*rogram Pl
rogram... explorer.a... [Clipboard...
ogram xplorer.
ogram xplorer.
m  PamCon

> <« b 00:36:30/00:4....... S | I syteca..

¥ Show only text characters
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Blocking Users Overview

The endpoint user’'s desktop is blocked, and after a defined time
interval the user is forcibly logged out.

If the blocked user then tries to re-log in to the Client computer, the
system will not allow them to do so.

) Syteca

Message:

You are performing a forbidden action. You will be blocked shortly.

OK (14)
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Viewing the Blocked Users List

The Blocked Users List contains information on when, and why users
were blocked.

To allow users to access Client computers again, simply remove them
from the list.

Blocked Users List localhost  Built-in default tenant 181 (%)
—
User 3 Blocked On ¥ Blocked By ¥ Date 3 Reason = Remove All
WINSERVER201Administratoripamuser) WINServer2019 admin ]I H:-.riji n% oo [In],n::|L.:..1 .;:::1- formine 2
MICK-MODE- 2\ Administrator nick-node-2 admin : ;CEﬁjb :_{ o0 [Ir;:-!_-.; ::I“r:l‘d':l’l'” forming a
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Locking Management Tool User Accounts ) Syteca

The accounts of Syteca Management Tool users can also be
automatically locked (for a specific duration) if they enter incorrect
login credentials multiple times.

Administrators can also lock and unlock a user account at any time.

LOG I N &y, Search
wr ALL USERS:
LOGIN = FIRST NAME LAST NAME
& admin Administrator
=
se an internal or domain account to log In

w ADMIMISTRATORS: Lers with all permttions

LOGIN & FIRST MAME LALT MAME
Logl & admin Administrates
& uwmer & it Doe

» SUPERVISORS: Users who can wiew the monitoring resuls of all Clents

Password LOGIN = HMT“

% PAM USERS: Group does not have permisshon to acoess |

LOGEIN = FIRST RAl
Remember me on this computer Login CONFIRM
o APPLICATION ACCOUNTS:
LOGIN - FIRST RAME LAST NAME
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) Syteca

Viewing Client Sessions
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Searching the Data in the Client Sessions List  #) Syteca

The Syteca Management Tool allows searching within the monitored sessions
that are recorded by various parameters:

« For Windows Clients: active window title, application name, user name,
Client name, URL visited, keystrokes, clipboard data, user’'s comment in
additional message, ticket number, USB device info, etc.

« For macOS Clients: active window title, application name, user name,
Client name, URL visited, keystrokes, clipboard data USB device info, etc.

* For Linux Clients: keystrokes and commands & parameters input,
functions calls executed, responses output, etc.

Activity Monitoring localhost  Built-in default tenant 81 (@)

Client Sessions Alerts Archived Sessions File Monitoring Forensic Export History

+ E Columns Dizplay + r Q !
Total number of sesslons: 17891 ——
FLAY  RISKSCORE ~ USER NAME CLIENT NAME REMOTE HOST N.., START AN *earchm Frst | 100
Search i output {Lim
O B8 do-share A0 1 GO NEWKS 19202, ; . B -~
O {enrardy I‘ f % P LY i |« JE i i & board dat
O 1ev ey ll 3 Be SETOP-F T J ~ 2 JEL TS 12 = i, 1 F
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Viewing a Session

The panes in the Session Viewer display the screen captures and
metadata recorded in the session, where the screen captures are
played as video and alerts are highlighted and color-coded.

8 12072023 Il WINServer2019 WINSERVIR20 1 S\Admin istrator{ pamusser BLOCK USER m ‘.'f.
Docurment - WordPad{wordpad exe) - 12/07/2023 190858

®) Syteca

secret
confidential
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Viewing Live Sessions

Syteca allows you to perform monitoring of user activity on Clients
computer in real time.

You can connect to a Live session and observe the activities a user is
performing at any given moment (and block the user if required).

£ 10/07/2023 E3 WINServer2019 2 SUPPORT\alex1(pamuser) ‘ BLOCK USER ‘ m

SQL Server 2019 | Microsoft - Google Chrome(chrome.exe) - 10/07/2023 17:39:45

S T— X | @ downiosd ms scfdotabuse 19 X B8 SO Server 2019 Microsot

rosoft.com

Overview Comparison  Features Pricing  Resources

See how companies are using SQL Server 2019 to realize their potential

&

> 4« b 00:28:20/00:35:15 E] @ M I3

116/182 Enterprise Cybersecurity Platform




The Magnifying Glass

You can also enlarge any area of the video in the Session Player pane
by using the Magnifying Glass.

# 10/07/2023 &3 WINServer2019 2 SUPPORT\alex1(pamuser) \ BLOCK USER ’ m Q, Search...

SQL Server 2019 | Microsoft - Google Chrome(chrome.exe) - 10/07/2023 17:39:45 ACTIVIL... ¥  ACTIVL.,
=t x (R Eov ) + > 1711548 Idle
vt | Comipatuon Fasiesll Py | misincag > 17:27:10 Web Mang|
> 1727113 Web Mana|
See how companies are using SQL Server 2019 to realize their potential . e hiana
" > 17:27:15 Web Manal
@ HISCOX e > 17:27:16 Web Manage...  chrome.exe localhost
> 17:27:25 Web Manage...  chrome.exe localhost
> 17:28.07 localhost/Ekr...  chrome.exe localhost
> 17:28:10 Web Manage.. chrome.exe localhost
> 172811 Web Manage... chrome.exe localhost
> 17:2819 localhost/Ekr...  chrome.exe localhost
> 17:2822 Web Manage.. chrome.exe localhost
> 17:2823 Web Manage... chrome.exe localhost
> 17:32:44 explorer.exe
> 17:32:44 Services mmc.exe
P " 1 > 17:32:46 Context mmc.exe
> 17:32:49 EkranServer P.. mmc.exe
> <« b 00:28:20/00:35:15 [(ix] @ 2> &3
> 17:32:53 Services mmc.exe
Show only text characters > 17:33:36 Context mmc.exe
ver/sql-server-2019 > 17:33:38 mmc.exe
> 17:33:40 EkranServer P.. mmc.exe
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Forensic Export

With Syteca Forensic Export, you can:

- Export selected monitored sessions (or all or part of one) to a
securely encrypted file, and verify its integrity.

 Investigate the user activity data recorded by using the offline
Syteca Forensic Player.

« Present evidence in a forensic format to third parties.
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) Syteca

Pseudonymizer
(for GDPR compliance, etc.)
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Pseudonymizer

Pseudonymizer (also known as Monitored Data Pseudonymization)
feature allows compliance with data protection and privacy laws,
standards and regulations, such as the European Union’s General Data
Protection Regulation (GDPR) law in relation to protecting personally
identifiable information (PI1).

Pll means any personal data that can directly identify an individual
person.
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Pseudonymizing the PIl Data

Protection of the personally identifiable information (PPI) of endpoint
users, that is recorded during monitoring of their activities by Syteca,
is achieved by the system pseudonymizing this data (i.e. hiding and
replacing it with randomized values when viewed).

Activity Monitoring localhost  Built-in defaulttenant | £83 | () | ADMIN | Log OFf | EN

Client Sessions Alerts

E + E Columns Display + £ Q

Total number of sessions: &

PLAY ALE... USER MA... CLIENT MA... REMOTE HO... START FIMISH - DURATL.. EXPOSE REQUEST

[+ B8 CLN-85FDOE RMH-BO8464 12:15 PM Lin 17m 48s =
[ A CLN-C4A0D4 (=9
= 0 CLN-CaADDS RMH-FETCCE Live 17m 485 (=5
[ SR-EEBCAD Bl CLM-BE4BOT RMH-B9846A 12:11 PM 12:13 PM 2m 32s [FQ]
[= SR-EEBCAD Ml CLn-GB4B01 RMH-BIB464 22 Apr T2 PM 22 Apr 834 PM Th 21m 535 [
(] SR-EEBCAD I CLN-EB4B01 RMH-BIB464 22 Apr T:07 PM 22 Apr TA2 PM 4m 163 [=5)
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Requesting De-Anonymization of PPI Data ® Syteca

In Pseudonymized mode, no Management Tool user, including
administrators and other users (e.g. investigators) that have
permission to open and view the sessions of endpoint users, can view
the personal data of any endpoint users unless an Expose request by
them is first approved (by a supervisor) to temporarily de-anonymize
the data of a specific endpoint user (on a specific Client computer).

REQUEST TO EXPOSE USER

Client Sessians Al

Yau are e apaseluser USR-EEBCA
Wit & Whoeal - Bl Columns Display 4 Search by Q
Toral puimbsr of estions: &

PLAY ALE_ FINISH - DLBRATL . EXPOSE REQUEST

LISR-EEBCALY | EAEEEH R H-BO2EA 22 Apar T-12 PM 22 A B34 PAS h21m 53s &

[
=]
[» @
] LIS AL ARE [T RAL R P H- LA 1£71 P 213 Pl 2m 323 g
[=
[=

LISk EBL Ay | EaTEEH i H-BOEEA 22 Aper THT PM 2 Apr 7212 P &m les IEI I

l

At the same time, supervisors do not have permission to open and
view the sessions of endpoint users.
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Temporarily De-Anonymizing Pll Data

If an investigator’s Expose request is approved (by a supervisor) to

de-anonymize the PIl data of a specific endpoint user (on a specific
Client computer), that user’s data is temporarily de-anonymized for
that investigator to view.

Activity Monitoring localhost Built-in default tenant | 83 | (3) | admin | LogOFf | ENw

Client Sessions Alerts

riteria + E Columns Display + 3 | Q

Total number of sessions: &
PLAY ALE... USER MA... CLIENT MNA... REMOTE HO-... START FINISH - DURATI... EXPOSE REQUEST
UsSR-ESBEBESS ER CLM-ZS5FD9B RMH-EBDGEE 12:15 PM 1:05 PM 49m 41 [23)
USR-A3EA2D A CLM-55D7C2 RMH-52825E 12:24 PM 12:42 PM 17m 48s [239)
USR-AJEAZD A CLN-SSDFCZ RMH-52825E 12:42 PM 12:42 PM =

B andy-tern ANDY-LAPTOP 12:11 PM 12:13 FM

VOV Y VY
]

dv-term AMDY-LAPTOR 27 Anr 712 PM 27 Apr 8:34 PM 1h 21m 53z
andy-term... AMDY-LAPTOR 22 Apr 07 PM 22 Apr 712 PM 4m 16s D
—

123/182 Enterprise Cybersecurity Platform




De-Anonymization Password

A de-anonymization password can also be required for Supervisor
users to approve Expose requests, in order to e.g. improve security (or
comply with corporate policies and contracts).

Configuration localhest  Built-in defaull tenant E:L‘} {f} admin Log Off  EN-

Serial Key Management Email Sending Settings System Settings Customization SIEM Integration Ticketing System Integration

LDAP Targets Date & Time Format Export Storage Settings  Master Panel Access | Anonymiz Database Management

550 Integration

Enable De-anonymization Password

._-, recest approual sing password

SAVE

Only the built-in default "admin" user of Syteca can set (or change)
the de-anonymization password.
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Excluding User from Pseudonymization

Any Management Tool

users in the default
"Supervisors" group “x

© To add a User / User Group to the list below of Users / User Groups to exclude from pseudonymization, specify the
Can add speCIﬁC Computer name and the User / User Group name.
.
end pOI nt use rs to th e NOTE: An asterisk can be used as a wildcard to specify the Computer name or User / User Group name.

For example, if you want to exclude all sessions from pseudonymization of the user Administrator in all local

“Users to Exclude from

- Computer: *

PSQUdOnymizatiOn" - User / User Group: *\Administrator

lISt’ SO ..th at a ll . Users to Exclude from Pseudonymization Remave All
Supervisors can view

the de-anonymized p
data of these endpoint py
Users. user 2 /

win1 user 1 hd
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Alerts
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Adding Alerts

Syteca allows you to fules
facilitate rapid incident
. When multiple rules are defined in an alert, rules of the same type work using
response by US|ng ale rt OR logic, while rules of different types work using AND logic.
notifications: . .
URL (Wind v Like v facebook.com +OR
- Add alert rules to
detect SpeCifiC Applicatiol v Equals v chrome.exe
SUSpiCiOUS user Applicatiol v Equals v firefox.exe
activity on Client
com p Ute I'S. Applicatiol v Equals v + OR
. o o o Application
« Specify individuals e
. .
to recelve Instant Command (Linux) | |
° o Assien Parameter(ll_mux) . . ‘ + Add ‘
alert notlﬁcatlons g User Belonging to Domain Group (Windows) | |
. . Computer Belonging to Domain Group (Windows)
Via emall. and tray CLIE Keystrokes (Windows/macQS) REMOVE ...
o o o URL (Windows/macQS)
notlfl Cat| OnS, Clipboard Copy (Windows/macOS)
Clipboard Paste (Windows)
File Upload (Windows/macOS)
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Using Regular Expressions (regex)

Regular expressions (also known as regex or regexp) based on
ECMAScript language grammar can be used to allow more flexibility
when defining alert rules for Windows and Linux Client computers.

Rules

When multiple rules are defined in an alert, rules of the same type work using OR logic, while rules of different types work using AND logic

Application v Matches (Regex) v \bichrome | safari| edge | firefox)\b | +OR |
Clipboard Paste (Windows/m v Matches (Regex) w Al @10 w142, 438 | +OR |
Clipboard Paste (Windows/m v Matches (Regex) v ADTRIO700-913 012\ 12[0-91{3}[-\s\.]?[0-91{4,6}5 | + OR |

| +anp |

e.g. the combination of alert rules shown above triggers the alert if an
email address or phone number is pasted into any of 4 browsers (which
may indicate sensitive data being pasted into an email being composed).
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Alert Actions

You can also set an alert to:

 Display a warning message to the user when the alert is
triggered (the message can be edited).

« Block the user.
 Forcibly stop the | A~
A O Define how investigators will be notified about alerts.
application.

Send emails to

Show warnings in Tray Notifications application

Show warning message to user
You are performing a forbidden action.

Additional Actions

None v

None
Block user on all computers
Kill application
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Default Alerts

Syteca contains a set of default alerts prepared by the vendor’s
security experts. They will inform you about data leakage or
potentially fraudulent, illicit, or non-work-related activities.

Built-in default tenant 2 (@ ‘ admin Log Off EN v

Alerts v m

i= | HideNone v Q s

Risk Name $ Description & Assigned.. ¢ State$  Noti. $ Em.. #
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Viewing Alert Events

The list of alerts triggered can be viewed and managed on the Alerts
tab, where the Status can be changed and Notes added.

Activity Monitoring Built-in default tenant | £83 | (7) | admin | Log OF | EN
Client Sessions Alerts Archived Sessions File Monitoring Foremsic Export History
: Q
—
PLAY ALERT ID RISK NAME . WHERE WHEN = KEY... STATUS MWOTES
[ slect a &
b Con P
Falze
> 8 it n Progre 4
> Reso 1 &
Cuge
:
[ 1 1 o
T
[ e 1 - b 1 | P
me
[z n-ag. 1 2
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Viewing Alert Events in the Session Viewer ) Syteca

Monitored data associated with alert events is highlighted in the
Session Viewer (in different colors depending on the alert risk level).

& 12/07/2023 & WINServer2019 2 WINSERVER2019\Administrator(pamuser) | BLOCK USER ‘ m Q, Search...
AC.. ¥ ACTIVITYTITLE ¥ APP..¥ URL Y TEXT DATA Y ALERT/USB.. ¥
@ e o > 18:39:25 Google Lens - Google Ch...  chrome.exe  lens.google.c...
€« = [ Y
> 18:339:27 Google Lens - Google Ch...  chrome.exe  google.com
> 18:339:27 facebook - Google Searc...  chrome.exe  google.com
@ > 183937 facebook - Google Searc..  chrome.exe  facebook.com
facebonk > 18:39:39 Facebook - login or sign...  chrome.exe facebook.com
Connect with friends and the world > 18:39:40 Facebook - log in or sign chromeexe facebookcom  [Keystrokes): copy
around you on Facebook
= I > 183944  Facebook-loginorsign.. chromeexe facebook.com  [Clipboard (Paste)]: co..  david clipboard pasti...
e > 18:39:44 Facebook - login or sign..  chrome.exe  facebook.com
> 18:39:48 Facebook - login or sign..  chrome.exe  facebook.com [Keystrokes]: paste
reate  Page for aceecny, brand o« s
> 18:39:51 Facebook - login or sign...  chrome.exe facebook.com [Clipboard (Copy)]: pa...  david clipboard copy...
> 18:39:51 Facebook - login or sign...  chrome.exe facebook.com
> 18:39:55 Facebook - login orsign...  chromeexe facebook.com [Keystrokes]: cut
I > 18:39:58 Facebook - legin or sign...  chrome.exe facebook.com david facebook alert
L david facebook alert
. ‘ > 18:39:58 Facebook - log in or sign chrome.exe facebook.com  [Cliphoard (Copy)]: cut
Facebook - log in or sign up - Google Chrome - chrome.exe - facebook
I > 18:40:28 Facebook - log in or sign. chrome.exe facebook.com [Keystrokes]: david keystrokes ale...
> 18:40:32 Facebook - login or sign..  chrome.exe  facebook.com
> 18:40:38 Getback on Facebook - ... chrome.exe  facebook.com
> <41 ©b 00:01:07/00:15:56
> 18:40:38 Get back on Facebook - ... chrome.exe facebook.com [Keystrokes]:
Details
18:40:41 Getback on Facebook - ... chrome.exe  facebook.com
Alert ID:19136 > 18404 Getback on Facebook - ... chrome.exe  facebook.com
Alert Name
X > 1840142 Facebook - legin or sign...  chrome.exe facebook.com
Risk Level: Nor b
cebook - log in or sign up - Google Chrome
o o | 20 1000 U
hen: 12/07/2023 18:39:58
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Receiving Alert Notifications

You can receive alert notifications in real time, and review them in
the Syteca Tray Notifications log file, as well as open the sessions
with the alert-related data in the Session Viewer.

L]

Actvity Time =  Alert Name Alarf Leve Alsrt Descriplion Lsar Mame Chant Hame Chert Descripion Datals Chant Groups
¥ | Bf17 0018 4:52...  [Default] Instan... Mormal This s an alert o... DEVicathy cathypc Ckype [1] - Sky..
BI1A 18 4:51... [Defoult] Online... Cribcal  This s an alert F...  DEVicathy cathypc Facebook - Goo, .,

B17/3018 4:51... [Defoult] Sooal ., Mormal This is an alert £,.. DEVicathy cathy-pc Facebook - Goa,,,

Bf17/2018 4:51 [Cefaudt] Tnstan Mormal | This is an alert o... DEVicathy cathy0c Sk - Shyme.e.,,
B/17/2018 4:5L... [Default] Onlne, Critical  This ia an abert ... DEVicath cathy-pe M Tab - Goog
B/1772018 4:5L... [Default] Date s... High This = an Alerl ... EV ks SR

Bf17/2018 4:51... [Default] Sodsl ... Mormal | This s & alert £ EVicathy cathy-pe Syteca Alert Notifications (1
Bi17H018 4:50... [Default] Instan... Normal This is.an alert o...  DEVIcathy cathy-pc nevrv) MDefalt
B/17TH018 4:50... [Default] Comm... High Thissanalerto... WNM1Z_BAA... wnili_BA

Bf17/2018 4:50... [Default] Remot High This s an Alert ...  DEViakoe Ao

B/17f2018 4:50... [Default] Coud . Critical  This is an alert o EVialioe alice i

Bf17/2018 4:50... Fe downkaadng Mormal | This i@ an akerl o DEV \ahoe anief

B/17/2018 4:98... [Default] Socsl .. Mormal  This = an akert BV ialice alice

B17/H018 4:48... |[Default] Comm... High This i€ an alerko... WINID12 BAA... win2012_BA

Bi172 ... [Default] Edibng... Critical Thisis an alerto... WINID1Z BAVA,.,. win201Z BA Egit String -reg...

BI1FH18 4:46...  [Defmdt] Edibng... Critical This i an alert o

. wWngls BA it g - reg...

View in Web-Flayer Empty Journa
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) Syteca

USB Device Monitoring
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USB Device Monitoring

Syteca provides two types of monitoring for USB devices plugged in
to Client computers:

« Automatic USB device monitoring, to view information on

devices plugged in and detected by Windows Client computers
as USB devices.

« Non-automatic USB device monitoring, by adding USB

monitoring rules for in-depth analysis of devices plugged in to
both Windows or macOS Client computers, and for alert
notifications to be received, and (for Windows Client

computers only) for blocking USB devices on Windows Clients.
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Adding USB Monitoring Rules

Syteca can detect
USB devices
connected to a
computer, alert you
when a device is
plugged in, and
block their usage or
forbid access to
them until
administrator
approval (either for
all devices of a
certain class, or all
devices except
permitted ones) on
a Client computer.

136/182

B Rule (Ds)

Edit USB Rule (Ds)

USB Rule Properties Rule Conditions Ad

Select the device classes to be monitored. Devices|

Monitored Devices

Mass storage devices
Portable devices
Wireless connection devices
Meodems and network adapters
Audio devices
Video devices
Human interface devices
Printers
Composite devices
Vendor-specific devices

NOTE: Only mass storage devices and vendor-specific devices are supp

Exceptions

USB Rule Properties Rule Conditions Additional Actions Assigned Clients

Notifications

Send email notification to
test@test.com

Show warnings in Tray Motifications application

Actions
Block access to mass storage device until administrator's approval

NOTE: The abo

Sption is not supported for macOs Clients,

Access to the mass storage device is forbidden. Enter your comments and request access from the
administrator. Only one request every 30 minutes can be sent.

Users who can approve access

1234567

Block USB device

NOTE: The abo

sprian is not supported for macOS Clients.

WARNING: Before blocking USB d
peripheral devices are added to th

on the user's computer, make sure that all the permitted
ptions list.

Notify user on the target computer about device blocking

The USB device is blocked. Device info: [CompatiblelD]

Device ID %

Description =

(i o
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Automatic USB Device Monitoring

USB-based devices are automatically detected when they are
plugged in to Windows Client computers.

Screen captures recorded when USB devices are plugged in or
blocked are highlighted in the Session Viewer.

£ 30/03/2023 ] WIN-UEE4P71DD32

UsBStorage - E:\ - E:([Monitoring event]) - 30/03/2023 14:58:11

Pictures

# Network

2 WIN-UEE4P71DD32\Administrator(admin)

Downloads

s with

g @ .~ ::

v Show only text characters

ACTIVITYTIME ¥ ACTIVITY TITLE ¥ APPLICATIONN.. ¥ URL ¥ TEXT DATA ¥ ALERT/USBR.. ¥
> 145710 Please waitwhilethe 3 ServerManager.exe
> 145711 Server Manager ServerManager.
> 14572 Program Manager explorer.exe
> 145717 explorerexe
> 145735 Program Manager explorer.axe
> 145757 explorerexe
> 145759 File Explarer explorer exe
> 145759 This PC explorer exe
> 14se1 USBStorage - E\-E\ [Monitoring event]
> 1assaT explorer exe
> 145847 New Incognito Tab-G... ~ chrome.exe
> 145849 is PC explorer.exe
> 145850 Morzilla Firefox firefox exe
> 145850 Mazilla Firefox firefox exe acalhast
> 145853 Downlosds | Ekran Sy firefox exe www ekra
> 145855 Downloads | Ekran Sy firefox exe www ekra
> 145E5S Maorzills Firefox firefox exe www ekra
> 145904 Web Management Too..  firefox exe ocalhost
> 145908 Web ManzgementToo..  firefox exe ocalhost
> 145935 Web Management Too..  firefox exe ocalhost
> 145929 Web Managemenc Too... firefox.exe
> 145929 Morzilla Firefox firefox exe
> 145929 [Livel: WIN-UEE4P7ID...  firefox.exe acalhast
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) Syteca

Dashboards

(on the Dashboards
and System Health pages)
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Generating Dashboards

Various types of user productivity and other dashboards can be
generated (on the Dashboards page) by specifying a global range of

d ata ° Dashboards. default tenant M

@
Top Applications Used
Total Idle Time vs Active Time for 07/03/2024 - 05/03/2025 #*

Top Alerts
User Productivity Report
ken-S\ad Total Idle Time vs Active Time
ken-s\da, - -
kens\da. Latest Live Sessions
fenSiel.. Top Websites Used
ken-5\ma..
ken-5\ma... Sessions Outside of Work Hours
ken-5\T.
toster Rarely Used Logins
fwwint... Rarely Used Computers
tw-ws2..
tw-ws2...
I T T T T T T T T T T T T
0 50 100 150 200 250 300 350 400 450 500 550 600
Time (hours)
L N —~ Active Time Idle Time
Top Applications Used for 05/03/2024 - 03/03/2025 # S0 8 x 4
Shom User Productivity Report for 20/02/2025 - 05/03/2025 # cO0®x
5h
ja”\CD‘\‘\EEMHI\’a‘\EEer-EKE 31m J 1 4 5 & 0 1n ”? 13 4 1 1 1% " 0 Bl Z 3
explorer.exs
msedge.exe oh auaanzs
39m Active
Taskmgr.exe 22025
chrome.exe —
SnippingTool.exe
System Settings 2d 8h 40m 022025
dpad.exe 24m22025
20h
ServerManager.sxe J—
PickerHost.exe
2022025

28m22025

crivity (%)
Activity (%) Pagetof2 > B
High Normal None
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Viewing Dashboards

tester

2 Clien
& Use
N Alert:
Active l

»<  USB Devices

Top Applications Used for 07/03/2024 - 05/03/2025 # S0 @ x Top Websites Used for 07/03/2024 - 05/03/2025 # o0 e x
sk Tenan
B Syster alth

wdit
sssss
24 91
zzzzzz
User Productivity Report for 20/02/2025 - 05/03/2025 # 0@ x

Some of these dashboards are similar to when importing data from
Syteca into Power Bl report templates by using Syteca APl Data
Connector, but are much simpler to generate and customize.
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Customizing Dashboards

Each dashboard can be individually customized to change the range
of data specified in it (by using the different Filter options).

hhhhhhhh lacalbact  BRuilt in dafaodt +ana

Filters for Total Idle Time vs Active Time

Date Filter

O Within the last 52 Week v

Between 3/4/2025 @ and 3/4/2025 &
Users

All v

User Groups

All v

Report Level

User v 400 450 500 550 600

‘ Cancel ‘ Apply .
- sed for 07/03/202... # & 0 © X
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Viewing Detailed Information

Detailed information about all the sessions that the data in the
charts contains can then be viewed by drilling down (and the
sessions can be played in the Session Viewer).

ken-5\david - Active: 2d 13h 42m Idle: 3w 23h 38m
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Monitoring Dashboards

Latest Live Sessions # 0@ x

Latest Live Sessions

Play Start Client Name User Name

g 03/03/2025... TW-WIN11 ken-5\david

Top Alerts

Top Alerts for 07/03/2024 - 05/03/2025 / - 0 ®x

confidenti...
notepad.e... confidential copy test alert has 18 notifications
david use...
secret co..
alerts
alert4
alerts
alert?
alert

alert3

T I I I I I I I 1
0 2 4 6 8 10 12 14 16 18

Normal Level High Level Critical Level
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Threat Detection Dashboards

Rarely Used Logins

Rarely Used Logins for 05/03/2024 - 03/03/2025 # < 0@\ X
[ ) [ )
Sessions Outside of Work Hours Lt
user2 5
Sessions Outside of Work Hours for 06/03/2024 - 04/03/2025 # - D@ x tw-ws22\administrator 3
tw-win11\ekran-user 1
| 0211112024 tester 3
|
] 03M11/2024
: <En-5‘.mary{adm'n) 1
|- 04/11/2024
: 06/11/2024 ken-S\mary 1
! 07/1112024 10 v
! 18/02/2025 J
I 19/02/2025
i 24/0212025
|
| oo — Rarely Used Computers
Y 26/02/2025 25 sessions on 25/02/2025
I
| 2710212025
| e 1 S S s s s s e oy sy oy oy ey ey ey ey | Rarely Used Computers for 05/03/2024 - 03/03/2025 # C0® X
012 3456 7 8 9 1011213141516 17 18 19 20 21 22 23 24 25
Client Name - Sessions
4 mac05-13-VM02 3
TW-WS22 15
10 v
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Server Resource Monitoring Dashboards ) Syteca

Other dashboards (on the System Health page) provide real-time
resource monitoring information about the Application Server
computer and the database.

CPU Usage Memory Usage Database State

&

Memory Usage «

&

CPU Usage + Database State

&
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System State Dashboards

The Storage Usage and Clients dashboards (on the System Health
page) provide information about the system state in real time.

Storage Usage Clients
. Clients = @& x
Storage Usage w g X
Attention: Not all Clients are licensed!
Offline (183 - 55%))
3.67% 12.19%

- 116.77 GB used l 1135.51 GB used 183 - Offline

132 - Disconnected
‘ INSTALL MORE CLIENT ‘
N 7
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Reports

147/182 Enterprise Cybersecurity Platform




Reports & Statistics

You can generate highly customizable reports either ad-hoc, or you
can schedule the sending of reports to your email on a daily, weekly,
or monthly basis.

The reported activity can include alerts, applications launched,
websites visited, USB devices plugged-in/blocked, Linux commands
executed, etc, and is available in a variety of file formats.

localhost  Built-in default tenant £§3 @ admin | Log Off | EN v

Report Generator Scheduled Reports Generated Reports

SChedUIed Q, Search... Add

Reports Name $  Description $ Assigned To & Monitored Users $  State $ Frequency $ Emails Recipients $

David

All Clients All Users Daily b Z
test rule

ubuntu-2404LTS;
mac0S-13-VM
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Reports & Statistics

Reports can be generated manually at any time for any time period.

Manual Report Generation
Date Filters

Report Generator Scheduled Reports Generated Reports Between 11/26/2024 m and 11/27/2024 B

Report Type -
: Clients | + add |

Alert Grid Report v PDF v S

Activity Chart Report Client Name & Description = Remove All

Activity Pie Chart Report

Activity Summary Grid Report ubuntu-2404LTS

Activity Summary Grid Report (Grouped) Hours v

Audit Session Grid Report B  and | 11/27/2024 =

Clipboard Grid Report —

Clipboard Grid Report (Grouped) ‘m‘ Client Groups | + Add |

Detailed Activity Grid Report —

Detailed Activity Grid Report (Grouped) Client Group Name % Description % Remove All

File Monitoring Grid Report ‘ + Add ‘ )

Keystroke Grid Report Test Client Group

Linux/XWindow Grid Report @ Any

Overtime Work Grid Report

Session Grid Report @ Any Users @ Any

Session Grid Report (Grouped)

Session Viewing Status Grid Report Who can download @ Any

Sessions Outside of Work Hours Grid Report

Terminal Server Grid Report

URL Chart Report
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Report Types

Activity Summary Grid Report

Activity Pie Chart Report

Client name johnsmith-pc

Client description Security AS group
User name domain\john

6 hours, 42 minutes, 5 seconds

Total time

Active time 6 hours, 20 minutes

Application name % | Timespent |

chrome.exe 39.35 2 hours, 38 minutes, 14 seconds
WINWORD.EXE 31.24 2 hours, 5 minutes, 36 seconds
Skype.exe 9.39 37 minutes, 45 seconds

domain\john (Total time: 9 hours, 34 minutes, 34 seconds, 201 milliseconds)

WINWORD.EXE: 12

41%; 1 hrs 11 min 185

B domaintjobn

chrome . exe

WINWORD EXE

Skype.exe

explorer.exe
QOUTLOOK EXE

AcroRd32 . exe
Dropbox,exe
mspaint.exe

WinR.ar.exe
regedit. exe

mstsc. exe
Opeta.exe

TAMC  &xE
LaunchWinApp.exe

TrueCrypt, exe
Taskmagr.exe

SearchlU.exz

Activity
Chart
Report

Application tite

70 g0 o0 100 110 120 130

Total time spent (minutes)
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Report Types

User Statistics Report

i\
COMP18\JasonZena 36m 58s Comp18 None None
COMP16\BonnieRoss 8m 40s 1 Comp16 None None
COMP33\Ralph.Watson 8m 12s 1 Comp33 None None
ALICE-PC\Alice 2m 4s 1 alice-pe None None
JULIET-PC\WJulia Tm 11s 1 juliet-pc None None
COMP13\KylieKey 4m 28s 1 Comp13 10.000.0.00 10.000.0.00
COMP19\NickolasSherry 3m 58s 1 Comp19 10.000.0.00 10.000.0.00
COMPE\TomNessJunior 3m 47s 1 Comp6 None None

Clipboard Grid Report

SN
‘ Client description ‘ Security AS group

Daily report 26/08/2022 - I had a status meeting with the members
08/26/2018 03:32:55 PM Message (HTML) OUTLOOK.EXE Copy of the Manual project
08/26/2018 03-32-56 PM Daily report 26/08/2022 - OUTLOOK EXE Paste | had a status meeling with the members
Message (HTML) of the Manual project
08/26/2018 05:48:55 PM Skype [2] - johnsmith Skype.exe Copy Miscellaneous
aq. Metronic - The Most Popular https://keenthemes.com/metronic/?page=
08/26/2018 06:32:30 PM Boatstrap 4 HTML, Angular, chrome.exe Copy metronicy

VuelJS, React & Laravel Admin
Dashboard Theme | Keenthemes
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Report Types

Access Requests Grid Report

| Client Name | User Name | Request Type | Requested At Status Expired At
kirk-pc kirk-pchalbert One Time Password  10/04/2024 12:48:54 PM  Expired 10/04/2024 01:19:32
catsfield PM
kirk-pc kirk-pchalbert One Time Password  10/10/2024 06:07:16 PM  Denied 10/10/2024 06:17:37 PM admin
catsfield
kirk-pc kirk-pciemily duck Protected User 10/04/2024 12:44:53 PM  Denied 10/04/2024 12:45:10 PM admin
kirk-pc kirk-pciemily duck One Time Password  10/10/2024 05:05:39 PM  Expired 10/10/2024 05:36:51
PM
kirk-pc kirk-pc\kirk Protected User 10/04/2024 12:34:08 PM  Approved 10/04/2024 12:34:25 PM admin
wallace

Secondary User Authentication Grid Report

m IP Address User Name Secondary Auth Login m Remote IPvd Remote Host Name
kirk-pc 10.150.11.91 KIRK-PCWALBERT  albertcatsfield 10/11/2024 192.168.237.165 ADMIN
CATSFIELD 11:54:28 AM
kirk-pc 10.150.11.91 KIRK-PCWALBERT  alicecooper 10/11/2024 192.168.237.165 ADMIN
CATSFIELD 01:5%:25 PM
kirk-pc 10.150.11.91 KIRK-PCVEMILY emilyduck 101172024 192.168.237.165 ADMIN
DUCK 11:31:11 AM
kirk-pc 10.150.11.91 KIRK-PCWEMILY emilyduck 10/11/2024 192.168.237.165 ADMIN
DUCK 01:04:25 PM
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Report Types

T -
‘ Client description ‘ Ekran Server, Management Tool and agent
L

(]
Session
L]

Grid

Report DEMO\Administ 295 03/04/2020 03/04/2020 None None Open None
rator 12:44:29 PM 12:44:58 PM Session
DEMO\Alan.Sim 19g 19s 03/04/2020 03/04/2020 None None Open None
pson 12:52:09 PM 12:52:28 PM Session

Sessions Outside of Work Hours Grid Report

N -
‘ Client description ‘ Loading Sensitive Data to a Flash Drive
‘ Total out of work hours | 2m 4s

ALICE-PC\Alice 2m 20s 2m 4s 07/12/2018 07/12/2018 None None Open
06:01:48 PM  06:04:08 PM Session
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Report Types

alice-pc
Loading Sensitive Data to a Flash Drive

ALICE-PC\Alice

Detailed  jmmwrrrr s — T T

ACtiVit 07/1072018 08:53.01 AM My Drive - Google Drive - Google  rome exe https *’.'cn-;e;;oogle.oom"drr-;e:‘my-
Chrome drive?ogsrc=32
G ° d 07/1072018 08:53:01 AM My Drive - Google Drive - Google Shrome exe https ;.'drive._google,ocmn'drive:‘m)u
rl Chrome drive?0gsrc=32
AT AMATe N0 AR My Drive - Google Drive - Google https://drive.google.com/drive/my- [Clipboard (Paste)]
U/l ‘2\4 Vv AV s o = e At v e S s 2 ’
R rt ROl Chrome e 20 drive?0gsrc=32 ) https://drive.google.com/file/d/19TprsVor
epo HH8GedLOxnHmO8HKh Fwwiview 2usp=
har
07/10/2018 08:53:08 AM *C"g'rgjf - Google Drive - Google 1 5me exe https://imail oogle com/maillu/0/inbox
07/1072018 08:53.08 AM  Inbox (6) - . chrome.exe https://mail google com/mail/u/0/Finbox

helenzpeterson. hr@gmail com -
Gmail - Google Chrome

User Client description Ekran Server, Management Tool and agent

D aily Tolal hme 8m 40s

Grid

DEMO\Administrator 03/04/2020 12:44:32 03/04/2020 12:44:58 None None Open

Report PM PM Session
DEMO\Alan.Simpson  5m 53s 03/04/2020 12:46:34 03/04/2020 12:52:28 None None Open

PM PM Session
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Report Types

User Productivity Chart Report

EnterpSery N ADMINISTRATOR

B os/01/2020
Total working time: 5 hrs 13 min 30 s

2 60

-

=

£

15’ 40

(=9

(%]

al

E 20 -

= [z.00]

g -
01 PM 03 PM 04 PM 05 PM 06 PM 07 PM 10 PM

User Productivity Summary Grid Report

Total Time FlrstAcumy Last Activ Idle Top 10 Top 10 URLs
Spent |ma Time Time Time | Applications

COMPS8\RobertO 7/06/2018 4m 04:37:50 PM  04:42:27 PM - chrome.exe bustle.com

akley 3m 5m
EXCEL.EXE mail.google.com
m m
explorer.exe personalcreate.com
34s 22s
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Report Types

Ekran System

ALICE-PC\Alice 08/14/2023 14 EEEEEEEEEE 37 m
User 08/15/2023 1 28 z2)| 6o [ co |58 6o[as] 60 oo

08/17/2023 [ 60 [ 60 [ 57|60 ss|se]eo]eoEy
d vi 08/18/2023 57 [ 60 [ 60 ] co] eo | eo [E] 0] 6o | eo B2

Productivity e OO BOEEEnE: -
Heatmap 08/23/2023 O 54 [ 60 [ 60 60 ] 60 | 60 B2

08/25/2023 ey 53 co co eo] soso eo] eo] oo [
Report DEMO\Alan.Simpson 08/22/2023 18

08/23/2023 4 21 2 11 5 28

08/25/2023 2 : BIBIE] »

Compl0\BenPeters 08/22/2023 15

08/23/2023 |23 m 14 m

Ekran System

User M de

Active Ti me B Active
a n d I d le Ti m e CompiTiOncs b EI I, ]"—E
Chart Report £ DemoAlen.Simpson

ALICE-PClAlice

i

0 3 6 9 12 15 18 21 24 27 30 33 3 39 42 45 48 51 54 57 60 63 66 69 72

Hours
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Report Types

Alert Grid Report

‘ Client description Security AS group

| Activitytime | Alertname ____JAlertrisk | Detals |

08/26/2018 03:32:55 PM [Default] Command prompt High cmd.exe - Command Prompt - cmd-->cmd

08/26/2018 04:00:48 PM Torrents Critical chrome.exe - Person.of.Interest - FREE Torrent Download - ExtraTorrent.cc The
T World's Largest BitTorrent System

08/26/2018 05:48:55 PM TeamViewer Normal Team\Viewer.exe - TeamViewer -

08/26/2018 06:10:32 PM Media content High wmplayer.exe - Windows Media Player -

08/26/2018 06:32:11 PM [Default] Online email services Critical chrome.exe - Gmail - Google Chrome - mail.google.com
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Report Types

User Behavior Analytics Report

| Risk Level | Mormal
‘ Risk Score, % ‘ 50-1
e -

ALICE-PC\Alice alice-pc 07/12/2018 WorkingHours: normal 9% Open Session
06:01:48 PM -

07M12/2018
06:04:08 PM

COMP11\SusieWade  Compl1 0711072018 WoaorkingHours: normal 30% Open Session
11:08:30 AM -

0771072018
11:11:071 AM

COMP13\KylieKey Comp13 07/09/2018 WorkingHours: abnormal session start 35% Open Session
08:54:42 AM -  abnormal session end

07/09/2018
08:59:23 AM
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Report Types

URL Summary Grid Report URL Pie Chart Report

Client name Comp15 COMP16\BonnieRoss (Total time: 4 minutes, 27 seconds)

Client description Exporting HR Data

User name COMP15\HelenPsterson

Total time 4 minutes, 33 seconds

URL % _| Time spont |

https://drive .google.com/drive/my-drive ?ogsrc=32 17.22 47 seconds
www.shakespearesglobe.com/whats-on-2018/Hamlet#QAHamlet 12.08 33 seconds
https://secure.zenefits.com/accounts/login/ 10.99 30 seconds Q B
https://secure.zenefits.com/dashboard/#/employeebulk/download 10.9¢ 30 seconds ":\i,

https://basket.shakespearesglobe.com/events/hamlet?startDate=2018-04-

9.16 25 d
25&endDate=2018-08-26&k=globe theatre seconds

https://secure.zenefits.com/dashboard/ 842 23 seconds

https://mail.google.com/mail/u/0/#inbox 7.69 21 seconds

B comPioiBenjaminTeel

yEks, am 0.50

wywwy empireonline. com

d
& wiany, google, com

0.02 0.06 0.1 0.14 0.18 0.2z 0.26 0.3 0.34 0.38 0.42 0.46 05 0.54
0 0.04 0.08 0.12 0.18 0.z 0.24 28 32 0.36 0.4 0.44 0,43 0.52

IE

Total time spent {minutes)
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Report Types

USB Storage Grid Report

=N
|| Loading Sensitive Data to a Flash Drive

[ Tme [  Detais |
07M12/2018 06:02:55 PM USBStorage - (Standard MTP Device) - MTP USE Device
07/12/2018 06:03:26 PM USBStorage - EX - JULIETTE

USB Alert Grid Report

s
‘ Client description ‘ USB device blocking
R <

07/12/2018 04:23:12 | ;5p device blocking Blocked Critical USB Mass Storage Device USB\Class_08&SubClass_06&Prot_50;

PM USBWID_13FE&PID_3600&REV_0100\07A70EQ1AESG
B1298

07/12/2018 04:23:38 | ;5h device blocking Blocked Critical USB Mass Storage Device USB\Class_08&SubClass_06&Prot_50;

PM USBWID_13FE&PID_3600&REV_0100\07A70EDT1AEG
B1298
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Report Types

Terminal Server Grid Report

| Datn 05/23/2019
e | e |
| Enterpserv Peter Wanderberg 4h 15m 2bs |
Data 05/24/2019
w--————w
| Barbara Burbelo 10m 38s |
Emilia Anderson 1 Tm2s
Enterpserv2 4
John Braun 3 Th 23m 8s
Administrator 5 2h 45m 15s
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Report Types

In the Linux/XWindow Grid Report, you can view all exec* and sudo
commands executed on Linux Client computers.

Linux/XWindow Grid Report

N

‘ Client description ‘ Adding New Users
R -

0772018 11:59:33 AM arep EXECVE -7 3=hd

0772018 11:559:33 AM fbin/bazh EXeCVE

07772018 11:59:58 &AM sudo execve chmod +x Server-Health.sh

0772018 12:00:10 PM A=zerver-Health =h EXeCVE

07772018 12:00:24 PM head execve -3

0772018 12:00:24 PM awk ENESCVE {print "Freeftotal disk: " $11 "/ " $9}
0772018 12:00:24 PM awk EXECVE {print "Freeftotal memony: " $17 "/ " 58" MB"}
0772018 12:00:24 PM ss EXeCVE -=

0772018 12:00:24 PM ps EXECVE auxf —width 200
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Report Types

The Audit Session Grid Report is a special report type, showing which
Management Tool users have viewed which sessions.

Audit Session Grid Report

04/27/2023 admin/Administrators  Viewed session ubuntu Ubuntu-20.04 04/27/2023 03:18:33 PM -
03:32:47 PM 04/27/2023 03:18:47 PM
04/27/2023 admin/Administrators  Viewed session  root Ubuntu-20.04 04/27/2023 03:18:33 PM -
03:40:49 PM 04/27/202303:18:47 PM
04/27/2023 admin/Administrators  Viewed session  tester macos-11-vim1 04/27/202303:18:54 PM -
03:41:01 PM 04/27/2023 03:19:00 PM
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Report Types

The Session Session Viewing Status Grid Report
Viewing Status

Grid Reportis a -

special report e = e Rl ey

ty p e t h at a llOWS 8 wlltestpchuser wlltestPC 03/13/2024 03/13/2024 None MNone Open Yes admin 03/13/2024
whether all Client 02:00:49 PM 02:01:50 PM Session 02:02:02 PM
S 10 desktop- DESKTOP- 03/13/2024 03/13/2024 N N Open ¥ dmi 03/13/2024
SeSS|ons have msaqs4kiuser  MSAQS4K 02:02:22 PM 02:16:30 PM o o Session - e 02:03:07 PM
b i d(b
een VIewe ( y 10 desktop- DESKTOP- 03/13/2024 03/13/2024 None Mone Open Yes user2 03/13/2024
at least O n e u Se r) msaqs4kiuser  MSAQS4K 02:02:22 PM 02:16:30 PM Session 02:03:36 PM
to 1 desktop-  DESKTOP- 03/13/2024 03/13/2024  None None Open | No
a msaqsdk\user  MSAQS4K 02:16:45 PM 02:18:09 PM Session
be conveniently
15 desktop- DESKTOP- 03/13/2024 03/13/2024 None None Open No
CheCked (as we “_ msaqsdk\user MSAQS4K 02:22:12 PM 02:22:42 PM Session
aS Who h aS 16 wlltestpc\user wlltestPC 03/13/2024 03/13/2024 None Mone Open Yes admin [ 03/13/2024
Vi ewe d ea C h 02:23:07 PM 02:24:01 PM Session 02:23:26 PM
SeSSi O n , a n d 16 | wlltestpcluser wlltestPC (;3‘23121:9’3@0;:1 gg/zlféiog:ﬂ None None SCE)SD;QH Yes admin 323/21331305:1
when).
Wednesday, 13 March 2024 2
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) Syteca

System Customization
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Setting the Date & Time Format

DD 4 I Fe TSt

CO nfigu rati O n a llOWS yo u to Serial Key Management Email Sending Settings ~ System Settings  Customization
d efi ne t h e date an d ti me fo rm at Date & Time Format Export Storage Settings Master Panel Access Database
fo r th e M a n age m e nt TO 0 |_ a n d Management Tool Date & Time Format

th e Ap p li Cati O n Se rve r. These user-specific settings affect all the Management Tool pages.

Management Tool date format

dd/mm/yyyy v

Management Tool time format

HH:mm:ss ~

Example: 27/11/2024 13:32:15

Application Server Date & Time Format
These settings affect forensic export, email alert notifications, USB alerts, and reports.
Server date format

dd/mm/yyyy v
Server time format

HH:mm:ss ~

Example: 27/11/2024 13:32:15

Save
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Customizing the Logo on Client Notifications %) Syteca

Custom logo settings allow you to use of any custom graphics file
instead of the default logo on Client notifications during secondary
user authentication, user blocking, etc.

YOUR LOGO

Messaqge:
You are performing a forbidden action.
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Customizing Reports

Custom Reports settings allow

you 1o use any custom Serial Key Management ~ Email Sending Settings  System Settings  Customization  SIEM Integration
graphics file instead of the Export Storage Settings  Master Panel Access _ Database Management _ Applications S50 Integration
default logo in reports. You

can also add header and Upload he mag b s o th Clent computer i scondory authentcation,user bock,
footer text to the reports.

Custom Logo Settings

The uploaded file must be in .bmp format. The recommended size is 525x40.

Choose File = No file chosen

YOUR LOGO

YOU R LOGO Activity Pie Chart Report

Custom Reports Settings

Header text

Details
Footer text
Use a custom logo instead of the Syteca logo
Filter
Upload the image to be used as a custom logo in reports.
08/11/2003 12-00:00 AM The uploaded file must be in .bmp, .jpg, or .png format. The recommended size is 300x85, but cannot
be greater than 1200x340.
10/10/2022 11:59:59 PM
N Choose File = No file chosen
o
. - YOURLOGO
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Customizing Email Subjects and Messages

) Syteca

Custom settings allow you to
specify the subjects to be used
in email notifications, and other
various messages, sent by
Syteca.

169/182

be greater than 1200x340.

Choose File  No file chosen

YOUR LOGO

Custom Email Subjects

Define the subjects to be used in email notifications sent by Syteca. You can use the following
variables: #name - alert name; #user - user name; #pc - endpoint name; #priority - alert priority;
#number - the number of instances in the email (alerts); #0S - OS of the endpoint for alerts.

Single alert notification

Syteca Alert - #pc, #user - #05 - #name (#priority)

Multiple alerts notification

Syteca Multiple Alerts - #number
Restore Default

Custom Login Message for Blocked Users

You have been blocked. Contact your system administrator.

Two-Factor Authentication
Main Screen

Two-factor authentication is enabled on your workstation. Open your authenticator app (Google Au

Save
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) Syteca

System Health
Monitoring
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System Health Monitoring

System Health monitoring allows you view the Application Server and
database resources in real-time and get detailed information about
any system errors with warnings to assist you in reacting to any

issues in a timely manner.

HEALTH MONITORING Built-in default tenant @ ® DEV\DAVID.LEE LOG OFF EN v

SYSTEM STATE v OFFLINE CLIENTS TASKS LIST

@

Storage Usage ~ ] CPU Usage +

4.19% 12.20%
- 132.60 GB used l 1136.45 GB used

‘ When: All H Category: All H Source: All H + More criteria

DATE « CATEGORY $ SOURCE $ DETAILS &

0_7”_”2023 Data ) Database Sufficient free space for the database

2:18:35 pm storage fix

07/11/2023 Cluster . Server The Application Server 'ekranserver2-02.ekran.local' went offline

2:07:56 pm notifications

Data An error occurred while firing triggers
07/11/2023 'System.Collections.Generic.List 1[Quartz.Spi.IOperableTrigger]’ Execution
e storage Server ) . . - . .

2:06:27 pm error Timeout Expired. The timeout period elapsed prior to completion of the

operation or the server is not responding. The wait operation timed out

Memory Usage - @

Database State v @

MANAGE HIDDEN COLUMNS

SEVERITY $ COUNT $ REMOVEALL

None 1
Medium 1
Medium 1
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Server Resource Monitoring

Resource monitoring allows you to view the current resource usage
by the Syteca Application Server process:

« CPU Usage by the Application Server process.
« Memory Usage by the Application Server process.
- The Database State.

&

Memory Usage

&

CPU Usage = Database State =

&
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The Tasks List

The Tasks List tab (on the System Health page) allows information
about various tasks which may take significant time to process to be
viewed (and canceled).

19216860206 fuikin defsulltonace §3 (F) | DIVORWDLET | LOG OF

START TIME TAZE NAME HODE DETAILS QUEUED TL DUARATION STATUS &

LOAD MDRE
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) Syteca

Syteca SDK, APIs and Integrations

(e.g. with Power BI, Venn, SSO providers, etc.)
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Syteca API Data Connector

Syteca provides several APIs (for developers), e.g. Syteca API Data
Connector is a stand-alone component of Syteca that is used for
integrating a customer’s IT system via Syteca API.

This application is designed to allow customers to get Syteca
monitoring data via the API in order to use for their own business
purposes.

hare

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

< I
A A

uuuuuuuuuuuuuuu

Idle Time & Work

Time Report =

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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Syteca Data Connector with Power B

For example, Client session records containing user productivity data
(such as productivity time, idle time, duration, etc.) can be used
to build BI (business intelligence) reports in Microsoft Power BI.

Interactive Monitoring Report User Productivity Report
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Syteca Application Credentials Broker (ACB) ) Syteca

Syteca Application
Credentials Broker (ACB) is
a stand-alone component

Adding New User

~ User Type User Details

Of Syteca that iS used for Application Account Details
integrating a Customer’s IT Define user credentials and additional information about the user.
system with Syteca. —
Pp
This application is designed Refresh Token .
E1k9arc
to allow customers to get * 23

Authorization token lifetime (sec)

Syteca secrets’ data via the
ACB API, to use it for their
own business purposes.

600

IP Address restriction

Description
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Syteca API Bridge (for Ticketing Systems) ) Syteca

Ticketing system integration allows

you to require users to provide i o .
. . . Serial Key Management Email Sending Settings  System Settings

tICket n u m be rS to log I n tO C l.l e n t SIEM Integration Ticketing System Integration LDAP Targets

CO m p ute rS. Master Panel Access Datahase Management Applications

Connection Settings

Enable authentication via ticketing system

Syteca API Bridge is a REST-based Tetetng e

HTTP application that allows Stk -
integration with different ticketing
systems, where the SySAid and

ServiceNow ticketing systems are
already currently supported. o

Account Name

Password
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Integration with the Venn App Launcher ) Syteca

Syteca is integrated with, and can be configured for use with, a variety of
third-party products.

For example,
Syteca Is
integrated with

9 13/08/2024 E3 MBP-user 2 user m p Q search..

Remote Work Security for Any Employee Workspace - Venn(Google Chrome) - 13/08/2024 14:20:02 ACT.. ¥ ACTIVL. ¥ AP.. ¥ URL ¥ TEX. ¥ ALE. ¥

> 14119550 New Tab Google..  uxtestw.
> 1419553 New Tab Google..  uxtestw.
svenn e
> 1419554 Launch | wor.. Google..  uxtestw.
The secure > 14:19:54 New Tab Google ... UXLESLY...
Workspace for
) > 1419:57 New Tab Google...  venn.com
Remote Work
o > 14:20:00 venn.com Google ...
can monitor T
[} [} > 14:20:23 Google ... venn.cam
user activity ) s s oo o
l . > 142136 GOQE\E... venn.com
o n I n = 3 i 1 > 14:21:39 Remote Work .. Google.. venn.com
y E Guardian ltec Q s
> 14:21:44 Google ... venn.com

° °
appllcatlons > 142145 Remote Work ... Google..  venn.com

d > <« b 00:01:30/00:07:12 & * 3 > 142532 RemoteWork.. Google ..
opene by > 1412533 Google Chrome  Google ..

L3 > 147534 Google Chrome ~ Google ..
usersinaVenn |-~

> 14:25:44 Workplace Workpla..

workspace . -

P 5
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Single Sign-0On (SSO) Integrations

Syteca is integrated with, and can be configured for use with, several
SSO providers.

Syteca is currently

' d with
I ntegrate WI Serial Key Management Email Sending Settings  System Settings Customization  SIEM Integration Ticketing System Integration
FO rge ROCk SSO Export Storage Settings Master Panel Access Database Management Embedding Settings Applications 550 Integration
?
Azu re SSO’ a n d Issuer name
https://example/ES
Okta SSO, etc.

Identity provider metadata (xml)

Choose File = No file chosen

Self-signed certificate

LOG IN O Custom certificate
Use an internal or domain account to log in. Certificate (pfx)
Login Choose File  No file chosen
Certificate password
Pas |

Auto-create a Management Tool account for a new user on the first SSO login

Remember me on this computer Login
Log in with SSO
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Other Products Supported

A wide-range of other third-party products and services, etc. are used,
supported and/or can be configured for use with Syteca, such as:

- Databases (PostgreSQL / MS SQL Server).

- Data communication and encryption protocols (SSL, TLS, AES-
256, SHA-256, RSA-2048, etc).

- Storage mediums & services (HSM, NAS, Amazon S3, etc).
* Load balancers.
. etc.

NOTE: Some of these third-party products are described in more detail
in other sections of this presentation.
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For More Information...

®. Syteca

Visit us online:
www.syteca.com
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